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1. Required settings from Windows Registry and JBOSS

1. Download jk 1.2.x isapi redirector file name is isapi_redirect-1.2.28.dll from the location
for 32bit dll

http://apache.imghat.com/tomcat/tomcat-connectdtsfjaries/win32/jk-1.2.28/

2. Download jk 1.2.x isapi redirector file name is isapi_redirect-1.2.28.dIl from the location
for 64 bit location(based on your processor type)
http://apache.imghat.com/tomcat/tomcat-connectors/jk/binaries/win64/jk-1.2.28/ia64/
or
http://apache.imghat.com/tomcat/tomcat-connectors/jk/binaries/win64/jk-1.2.28/amd64/

3. Rename the isapi_redirect-1.2.28.dll to isapi_redirect.dll.

4. Create a folder called JK and place the isapi_redirect.dll file.

5. Create a following sub folders under the folder JK
i. Create a folder called bin
ii. Create a folder called conf
iii. Create a folder called log

NOTE: Don't use releases prior to mod_jk 1.2.26. Earlier releases appear to have
problems with 11S7

6. Create a text file with name isapi_redirect.properties on JK\bin folder. A sample template
for the file has been given below.
Sample file of isapi_redirect.properties.
extension_uri=/jakarta/isapi_redirect.d1l1l
log file=C:\JK\log\isapi_redirect.log
log _level=info
worker_file= C:\JK\conf\workers.properties
worker_mount_file= C:\JK\conf\uriworkermap.properties

7. Create a text file and name it as uriworkermap.properties and copy the following and
provide the required application (which needs to be route through IIS) context path
should be provided in place of sample in the below text.

#/jmx-console=default
#/sampleweb=default
#ljakarta/*=default

# Simple worker configuration file
# Mount the Servlet context to the ajp13 worker

/jmx-console=loadbalancer
/jmx-console/*=loadbalancer

/jmx-console=loadbalancer
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/jimx-console/*=loadbalancer

/web-console=loadbalancer
/web-console/*=loadbalancer

/sample=loadbalancer
/sample/=loadbalancer
/sample/*=loadbalancer

8. For a load balanced IIS the worker.properties file should be created as follows: Create a
text file and name it as workers.properties and copy the following and modify whereve
# Define path of .properties files and jdk
# Define workers using ajp13
#worker .list=default
# Set properties for workerl (ajpl13)
#worker.default.type=ajp13
#worker.default.host=default
#worker.default.port=8009
#worker.default.Ibfactor=50
#worker.default.socket_keepalive=1

# Load-balancing behaviour
#worker.loadbalancer.type=Ib
#worker.loadbalancer.balanced_workers=default
#worker.loadbalancer.sticky _session=1
#worker.loadbalancer.local_worker_only=1
#worker list=loadbalancer

# Ends worker.properties here

# Define list of workers that will be used
# for mapping requests
worker.list=loadbalancer,status

# Define workerl

# modify the host as your host IP or DNS name.
worker.nodel.port=8009
worker.nodel.host=vmwin2k3ts7.agi.com
worker.nodel.type=ajp13
worker.nodel.lbfactor=1

# Define worker2

# modify the host as your host IP or DNS name.
worker. node2.port=8009

worker. node2.host=vmwin2k3ts8

worker. node2.type=ajp13

worker. node2.Ibfactor=1

# Load-balancing behaviour
worker.loadbalancer.type=Ib
worker.loadbalancer.balance_workers=nodel,node2
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10.

11.

12.

13.

14.

worker.loadbalancer.sticky session=1

# Status worker for managing load balancer
worker.status.type=status

If running load balanced we also need to name each node according to the names
specified in workers.properties.

Edit JBOSS HOME/server/ CONFIGURATION/deploy/jboss-web.deployer/server.xml,
Locate the <Engine> element and add an attribute jymRoute:

<Engine name="jboss.web" defaultHost="localh¢ggtiRoute="nodel" >

The jvmRoute attribute must match a name specified in workers.properties under
worker.loadbalancer.balance_workers, not worker.list

Edit JBOSS_ HOME/server/<node>/deploy/jboss-web.deployer/META-
INF/jbossservice.xml, locate the <attribute> element with a name of UseJK, and set its
value to "true™

<attribute name="UseJKtrue</attribute>

In the server.xml file, make sure that the AJP 1.3 Connector is uncommented, e.g.:

<!I-- Define an AJP 1.3 Connector on port 8009 -->

<Connector port="8009" address="%{jboss.bind.ads}fgsrotocol="AJP/1.3"
emptySessionPath="true" enableLookups="false" estitort="8443"
></Connector>

If you are only accepting requests via lIS/IsapiRedirector, you can comment out the
regular HTTP Connector; Tomcat then won't listen on port 8080.

15. Restart JBOSS AS
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2.

IIS Configuration with JIBOSS

1.

Install 11S7.0 on Windows 2008.

2. Open the control panel window by selecting the Control panel option from settings menu

in the Start menu

A0 wWindows Lpdate

ot

, Prograrns b
s B L b
- ocuments

Bl Control Parel

Settings

- “ Wwindows Security...
% p Search 3 “:" _
7 &' Mebwork Connections
5 oY g
o @ Help and Suppart .% Printers
g — E Taskbar and Skart Mernu
g Y Run

g | ] Log ©Ff Administratar.. .

E @ Shut Do,

Document prepared bRamkumarMP




Date: 1-Dec-2009 Guide for IS 7 with JBOSS 430 Page: 70of 26

5.

You can find an option “Turn Windows features on or off” in the left panel. Click on that

link.

Programs and Features

@\—)\7 iﬂ + Pragrams and Features = |@||5e3,(h

File

Edt Wew Tools Help

Tasks Uninstall or change a program

[ talled updat
ety To uninstall a program, select it from the list and then click 'Uninstal’,

Get new programs online at "Changs', or "Repair”,

windaws Marketplace

i€ Turn Windows Features on or o Orgarize + = (7]

Ovstart| OB

Name = | =] Publisher |
"B edobe Reader Adobe Systems Incorparated

@Liveundate 3.3 (Symantec Corporation) Symantec Corporation

% symantec Endpoint Protection Symantec Corporation

[Frograms and Features

|0 Programs and Features | i, Server Manager 9 il Al

Server mana=er window will be 0=ened
Server Manager [_]5]

H

B i Festures
" i Diagnostics
& i} Configuration
il 52 Storage

Server Manager (AGI-620)

% et an overview of the status of this server, perform top management tasks, and add or remove server roles and features.
=
~! Server Summary Server Summary Help
(~1 Computer Information & Charigs System Properties
il ormputer Rne: T Vi Hstwerk Commsctions
‘& Configure Remate Deskiop
Workgroup: WORKGROUP
Local Area Connection: 1Pw4 address assigned by DHCP, 1Py enabled
Rermote Deskiop: Enabled
Product ID: 92516-082-2500865-76578
™ D not show me this console at logan
() Security Information @ G to windows Firewall
red
Windows Firewsall: off £ Configurs Updates
43 Check for New Roles b=
Wisiowis Lodstes: Noticoriioieed [ Run Security Canfiguration Wizard
Last checked for updates: Merver & Configurs IE ESC
Last installed updates: Mever
IE Enhanced Security Configuration on for Administratars
(ESC): on for Users
A Roles Summary [ roles summary Help
(1 Rales: 1 of 16 installed 5 Goto Roles
. o add Rles
wieb Server (115 e
e S Remove Rolss =
£ Last Refresh: 7/8/2009 10:41:20 AW Configure refresh
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6. E
E

Server Manager

File Action Wiew Help

xpand Roles option available in the left panel. Select Web server (1IS) option.

= 3

== 7=5H

=2 i Diagnostics
) jﬁ Configuration
&3 Storage

i
ﬁ;ﬂ Provides a reliable, manageable, and scalable Web application infrastructure,

i~ Summary

~ Events: Nore in the last 24 hours

Y O Euents

Level |

Ewent ID | [rate and Time:

| Source |

#| System Services: 4 Running, 3 Stopped

Description:

Display Marme | Service Name I Status | Skarkup Tyvpe | Monitor
" Application Host Helper Service  apphostswe Running Auto Yes
“.5 ASP.NET State Service aspnet_state Stopped Manual o
(.. FTP Publishing Service MSFTRSYC Stopped Manual Mo
20 115 Admin Service TISADMIN Runining Auto Ves
= web Management Service WMy Stopped Manual Mo
: windows Process Activation Se.., Was Running Manual Mo
, Wworld Wide Web Publishing Ser... W3SYC Running Auto Yes

Provides administrative services for 113, for example configuration history and Application Pool account

mapping. If this service is stopped, configuration history and locking down Files or directories with Application

Pool specific Access Contral Entries will not work,

#| Role Services: 34 installed

[ Go to Event Viewer
Q Filter Events

|:\ Propertias

+, (0 to Services
=] Preferences
. Stap

[ start

I+ Restart

b Add Role Services

[

"% Last Refresh: 7/8(2009 12155:23 M Configure refresh

Terr

] e Remove Role Services

|»

Scroll down using scroll bar in the right side to Role services. Make sure that ISAPI filter
and ISAPI Extensions as installed.

E.server Manager

File Action  Wiew Help

= = | | =

L Server Manager (ASI-620)
El 5 Roles

i W weh Server (I15)
(il Features

3= Diagnostics

7t Configuration

23 storage

"

"

ﬁé‘ Pravides a reliable, manageable, and scalable Web application infrastructurs.

Description:

Provides administrative services For 115, For example configurstion history and Application Pool account

mapping. IF this servics is stopped, configuration history and locking down Files or directaries with Application

Pool specific Access Control Entries will not work.

~ Role Services: 34 installed

Add Rale Services

| 55 Remove Role Services

2% Last Refresh: 7/8/2009 125623 PM  Configure refresh

Role Service [ status
oy Web Server Installed
O Common HTTP Features Installed
=y Static Content Installed
s Diefaulk Docurent Installed
& Direckory Browsing Installed
EN HTTP Errors Installed
= HTTP Redirection Installed
& Application Development Installed
b ASPNET Installed
& JNET Extensibility Installed
& ASP Installed
= T Installed
y 15API Extension Installed
& 15API Filters Installed
(_w Server Side Includes Installed
s  Health and Diagnostics Installed
& HTTP Logaing Installed
g Lagging Tools Mok installed
& Reequest Monitar Installed
Tracing Mot installed
Custom Logging Mot installed
- ODEC Logging Mot installed
= Security Installed
Biasic Authentication Mot installed
‘windows Authertication Mot installed
Digest Authentication Mot installed

Web Server (I1IS)
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8.

erver Manager

File Action  Wiew  Help

Expand the Web server (IIS) option. Select Internet Information services (lIS) manager.
E

T ES |

== |z=H

ﬁ Server Manager (AEl-620)
Bl > Roles
=1 5 weh Server (TIS)

&1 Features
# i Diagriostics
[ 5} Configuration
¥ =3 Storage

4] |

Internet Information Se

3|

Internet Information Services (IIS) Manager
@@ | € » acrean » | &l ! o @+

@ AGI-620 Home E—
& |7 s é' Open Feature
&5 Start Page —
il - 2. Manage Server
=95 AGL-620 (AGE-620Admin Groupby: Area = - i
-} fpplication Fooks %']? 2 &l By | ¥ Restat
” H &5 %@ ! B Start
Machine Key  Pages and Providers  Session State  SMTP B stop
Contrals
Yiew Application Pools
Wiew Sites
s
= Hel
@ @ tep
4 61 \é‘l @ Orline Help
ASP Authentication GI Compression Default
Dacument
a T
404} -
Directary Error Pages Handler HTTP Redirect HTTP
Browsing Mappings
w" O §
il 1SAFI Filters Logging MIME Types Madules
.‘%
: gy %y
Output Server Wwarker
Caching Certificates Processes
Management
o
Fi =
. E
4| | »

9. Double click on ISAPI and CGI Restrictions. ISAPI and CGI Restrictions window will

File  Action  isw  Help

O: en.
E. server Manager [_T51=1

e 2 e ecal ]

f‘;’i Server Manager (AGI-620)
El & Roles
£l € web Server (115)
|}y Internet Information S¢
a:ﬂ Features
# i Diagriostics
[ i} Configuration
[ =5 Storage

4] |

@E, | €5 » acrez0 » & = G

Add..,

18

5 Start Page

G“él ISAPI and CGI Restrictions

Edit Feature Settings...

E| 62 laci-820 (AGT-6201Adi E:vtelzus feature to sperify the 1SAPT and CGI extensions that can run on the Weh
-2} Application Pools = & Help
-, FIP Sites Group byi No Grouping - orling Help
o Aites Description = | Restriction |'Path
Active Server Pa.., Allowed ewindir¥esystem32iinetsrvlasp.dl
ASP.MET v2.0.5...  Allowed Swindit ¥ \Microsoft. NET\Frameworkiv;

= Conkent View

4| | »
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10. Click Add button in the right panel, Add ISAPI or CGI Restrictions window will be
displayed. Add isapi_redirect.dll by clicking on the browse button and enter the
description as ISAPI. Then mark the check box Allow extension path to execute.

E._Server Manager =[=1x]
Flle  Action Wiew  Help
| m B
s Server Manager (AGL-620) Internet Information Services (I15) Manager
= 3" Roles
1 65 web Server (115} @ b AGLE20 b
) Internet Information S¢
& Features v s
51 B Cioanontics T Q‘%! ISAPI and CGI Restrictions
i} Configuration T g
[# &5 Storage i d . Use this Feature to specify the I5APT and CGI extensions that can run an the Web Edit Festure Settings. ..
-9 AGL-620 (AG-620\Admin | >°
£} Application Pools L & Help
-4, FTP Sites Group by: Mo Grouping - Online Help
i8] Sttes Descripion_~ | Restriction [ Path
Active Server Pa... Alowed “fowindir¥s\system3Zlinetsr|asp.di
ASP.NETv2.0.5...  Allowed owindir ¥ Microsoft, NET|Frameworklvi
Add ISAPT or CGI Restriction HE

1SAFT or €61 path;

IC:\JK\\sapl_radlra(t.dll

Description:

[rzar1

¥ aliow extension path to execute

carcel |
| B
9 | o < | i eatures Yiew | - Cantent Wiew

11. Click on OK in “Add ISAPI or CGI Restrictions window after entering data as indicated in

the above step.
[E.. Server Manager [_1=1>]
File Action  Miew  Help

i S sl el 7] |
Bl Server Manager (AGL-620) Internet Information Services (IIS) Manager
= 5 Roles =

= & web Server (I15) @ - | 93 v aclezo v

Y Internet Information Se =

& Featues [onnections [ . [actions

= ISAPI and CGI Restrictions
i F® Disgnostics & - i | | &5 qg' Add...
] jﬂ Configuration - Seart Page
i =5 Storage = 6= 620 (AGI-6201Adrin :I;itehrls Feature to specify the ISAPL and CGI extensions that can run on the Web Deny

2 Application Paols : Edit...
&5, FTP Sites Group by:  No Grouping - HK Remove
(& Sikes Description. = | Restrickion | Path Edit Feature Settings...
Active Server Pa... Allowed amindivoisystem3ziinetsry|sp.di @
ASP.NET v2.0.5...  Allowed indir %\ Microsoft MET|Frameworkive Help
o orline Help
+ | 2
" — R | By e
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12. Expand the Sites in the Connections section, select the default web site and right click.

File

erver Manager

Action  Wiew  Help

4

= ZEH

4

25 Server Manager (AGI-620)
=] 5.! Roles

= @_.g tweb Server (115)

% Internet Information S¢

Eﬁ Features
# ;? Diagnostics
# jﬂ Configuration
[ &5 Storage

Internet Information Services (I15) Manager

@f?‘ @ acez0

b Sikes

b Default web Site  »

|{ZI o ‘a |®'

€-id|# |8

L

@i Stark Page
“5 AGI-620 (AGI-620' Administr.
(57 Application Poals

% FTP Sites

Sikes

Group by: Area

Q Default Web Site Home

ASP.NET

ISAPI Filkers

Directory Errar Pages Handler
Browsing Mappings

Logging MIME Types

HTTP Redirect

Modules

L9

A

Explare (MET Profile .METRoles  MET Trust
Edit Permissions. .. Lok,
. | E| =
Add Application... E-ﬂ"l ;!Z
Acd Virtual Directory. . Cornection  Machine Key  Pages and
Strings Cantrals
Edit Bindings. ..
Manage Web Site 3
i‘l} Refrash SMTP E-mail
x Remoye
Rename
Switch to Content View CGI §§|
= 1 @'
ASP Authentication <Gl Compression Default
Document
EY R
404 | ig|

2 Explore
Edit Permissions. ..
Edit Site
Bindings...
|:| Basic Settings. ..
View Applications
Wiew Wirtual Direckories
Manage Web Site il
o Restart
b start
B stop
Browse Web Site
[@] srowse *:80 (http)
Advanced Settings. ..
Configure
Limits. ..

@ Help

Online Help

Content Yiew

|
13

File

erver Manager

Action Yiew

Help.

location where isa|

i.e., C:\JK

in the field

physical

Click on Add virtual directory, enter its alias as “jakarta” (case sensitive) and enter the
i_redirect.dll file is available

ath.

e

$|7J|%| 7]

=

4]

=k Server Manager (AGI-620)
= 5 Roles

£l ¥ web Server (115

W} Internet Information S¢

il Featurss
= 3 Diagnostics
Bl 5ff} Configuration
25 Storags

| s

-85 AGI-620 (AE1-620| Administr
5% application Pools

ﬁ FTF Sites

0 Default Web Site Home

Group by:  Ares

2 Explore
Edit Permissions...

ASP.NET

Add ¥irtual Directory [ 2]
Sites
LE)
. ET Trust
Site name:  Default Web Site e
Path: !
Alias;
jakarta lages and
. Contrals
Example: images
Phisical paths
|C:\JK .
Pass-thraugh suthentication
Connect as... I Test Settings.., I
(=4 Cancel @
ASF AULREnticatan TGl Campression Default
Document
| E &
ES S & | =) L
Directory  Error Pages Handler  HTTP Redirect HTTP
Browsing Mappings Respou.,
| = ol '=$H = =ty
¢ B L 4
ISAPI Filters Logging MIME Types Modules Output

- Edit
Bindings. ..

te

[E pasic settings...
Wiew Applications
Wiew Virtual Direckories
Manage Web Site i~
& Restart
b start
B Stop
Browse Web Site
[€] Browse *:80 (http)
Advanced Settings. ..
Configure

Limits...

@ Help

online Help

Contenk View
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14

15

Click on Test settings button. The following screen will be displayed.

File  Action  Yiew Help
e |2T @
=k Server Manager (AGI-620)
El 5 Reles T =
=1 5 web Server (115 | & L7
) Inkernet Information S¢
i Fostures . Acons
5 B Disopostis O Default Web Site Home o
B 7} configuration G Start P o
o . LEEL it Permissions. .,
B &5 Storage 85 AGI-A2N (AGT-A7M Arministe Groupby: Arsa — =
Eifl| Test Connection HE B Edit Site
ﬁ | Bindings. ..
bl |:| Basic Settirgs...
Test [ Setting [ A
Pass-through authentication {DefaultAppPaal:NetworkService) Wiew Applications
Wiew Virtual Directories
Manage Web Site =3
= Restart
b start
Details: B Stop
The server is configured to use pass-through authentication with & built-in account to access the .
specified physical path, However, IIS Manager cannot verify whether the built-in account has access, Browse Web Site
Make sure that the application pool identity has Read arcess to the physical path. If this server is [8] Browse *:80 (Hetp)
joined ta & domain, and the application poal identity is NetworkService or LocalSystem, wverify that hor £ P.
<domain >\<computar__name>$ has Read access to the phivsical path, Then test these settings again. advanced Settings...
Configure
More information about configuring snd disgnosing UNC connections Limits. .,
@ rep
b Online Help
& %
404 | =i | CH)
Directary Error Pages Handler HTTP Redirect HTTP
Browsing Mappings Respo..,
& @ = A @
=| = o= 28|
B = A @
ISAPI Filters Logging MIME Types Modules Output =
Features Yiew Cantent view
4] | | K | & [ElFeatures view |

If the Authorization is not done for verifying the physical path as shown in the above
screen shot which means the user does not have the access to the folder to verify the
physical path. Hence close the window and click on “Connect as” button in the “Add
virtual directory” window. Then select the radio button “Specific user” and click on “Set ..”
button

erver Manager —El= .
File  Action  “iew  Help
+=|z[mH

h Server Manager (AGI-620) Internet Information Services (II5) Manager
= 5 Roles —= =
@ L= | @ » acrezn v Stes b Defautwebste » | 5 vl -

=) € web Server (1IS)
@ Default web site Home [dctions

1 Internet Information Se
4 Explore

&l Featurss
= "? Diagnostics
i Hff} Configuration
[ &5 Storage

@-id |2 |8
W5 Start Page
85 AGT-620 (AG1-620| Administr

=% Application Pools ASP.NET Edit
ﬁ FTP Sites

it Add virtual Directory. 7] Bindings. ..
ites q

= Basic settings...
&0 Default e

Graupby: Area % - Edit Permissions. .

te

|»

PR Connect As i 3 | B e Views Applications
Levels
Path credentials: Views Virtual Directories

% specific user; Manage Web Site [E.3)

[ Set...

g = Restart

Controls b Start
& stop

z Browse Web Site
I - .
[ Browse *:80 (http)
advanced Settings. ..
Connect as... | Test Settings... | —_—

© Application user (pass-through suthentication)

Configure
Limits...
ok Cancel
@ @ Help
12 LERentication Loy OMpression Default o nline Help
Document
= A | ia¥
4 |
Dirsctory  Error Pages Handler  HTTP Redirect HTTP
Browsing Mappings Respo...
E St il " .\p
=] S Ll P ]
J IE 4 )
1SAPI Filters Logging MIME Types  Modules Cutput =

4] | 2] K | Features Yiew | - Content Wiew
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16. Provide the user name and password of the windows login in the window “Set
Credentials” and click on OK button.

File  Action  View Help

=% |7=B

'ﬁﬁ Server Manager (AGI-620)
= i* Roles
= 'ﬁj Web Server (I15)

ﬂ Features
? Diagnostics
jﬂ ConFiguration
=% Storage

4] |

% Internet Information Se

|

Internet Information Services {II§) Manager

Q b AGI-EZ0 b Sites b Default Web Sike »

| w0 @ -

rEETEITY q Default Web Site Home

-85 Start Page

Connect as... | Test Settings.., |

(s]4 Cancel

Gl

ASF

BUERERticaton COmpression

E & @

HTTP Redirect

Modules

Handler
Mappings

Directary
Browsing

o @

I54FI Filters Logging

Error Pages

MIME Types

; - E5 -
€3 acl-620 (Acl-6201Administr Groupby: drea HH|
27 Application Paols ASP.NET -
;'[P Zhe Add ¥irtual Directory
Les
Diefault e =l B 2 x "f
T aspret ekl ET Trust
User name; e
Pathi Il
S password:
I j lages and
¢ ap  Confirm password: Contrals
|
[ or | conent |

L]

Default
Document

 Content Yigw

2 Explore
Edit Perrissions. .,

Bindings. ..
E‘ Basic Settings. ..
View Applications
Wiew Virtual Directaries
Manage Web Site il
2,:3 Restart
b start
B stop

Browse Web Site
[€ Browse *:80 (http)

Advanced Settings. ..

Configure

Limits...

@ Help

Online Help

17. Click on Ok in the “Connect as” window. And then Click on “Test settings” button in “Add
virtual Directory” window.

File Action  Wiew Help

«=|z[=H

=k Server Manager (AGI-620)
E &> Roles
= @ web Server (115)

&0l Features
i* Fm Diagnostics
il configurstion
=23 storage

4| |

W Internet Information Se

@- |2 |18 @ Default Web Site Home

65 Start Page

3 AGI-620 (AS1-620LAdminist e il
Z} application Paols ASP.NET =
] FIP Sites Add Virtual Directory, 71X
E-(& Sites v
= €0 Default we
R Conncct As B3 | e
Levels
Path credentials:
& Specific user;
[administrator Set.. s ard
- : Controls
" Application user (pass-through authentication)
ok Cancel
Connect 5., | Test Settings... |
oK Cancel @
P iy T Gmpresson Default 1
Document
2 @ a
L -
Directory  Error Pages Handler  HTTP Redirect
Browsing Mappings
] e
=il
ISAPI Filters Logging MIME Types Modules =l

Features View

- Content Yisw

20 Explore
Edit Permissians. .
Edit Site
gindings. ..
=] Basic Settings...
Wiev Applications
Wiews Virtual Directories
Manage Web Site (]
5 Restart
b Start
B stop
Browse Web Site
[S] Browss *:80 (hitp)
Advanced Settings. ..
Configure
Lirnits.

& Help

online Help
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18. The following screen should be displayed on clicking “Test settings”

erver Manager

Fil=  Action  View Help

«=|7[=H

flé Server Manager (AGI-620)
= i! Roles
= 'ﬁ'ﬁ Wb Server (I15)

ﬁ Features
) j‘? Diagnostics
= jﬂ Configuration
[ =5 Storage

4] |

% Internet Information Se

|
63 HGI-62N (AGT-FPM Administ

|

| &

g Default Web Site Home

Stark Page e
2 Groupby:  drea - [E-
i@ Test Connection

|

[2lx] =

Resulks:

Details;

The specified user credentials are valid,

More information about configuring and disgnosing UNC connections

4 Hped
L 504, | e
Directary Error Pages Handler HTTP Redirect HTTP
Browsing Mappings Respo...
= m B o
= e h = R
O & = M
I54FI Filters Logging MIME Types Modules Qutput j
PPttt

2 Explore
Edit Perrissions. .,

Edit

te
Bindings. ..
|:‘ Basic Settings. ..
View Applications
View Virkual Directories
Manage Web Site il
D Restart
b start
B stop
Browse Web Site
[€ Browse *:80 (http)
Advanced Settings. ..

Configure

Limits...

@ Help

Online Help

Features Yiew  Content Yigw

19. Click on Close button to close the Test connection window and click on OK in the “Add

File  Action  Miew Help

virtual directorz" window. Select “Default web site.
E. server Manager 1=

== |zmB

Ehy Server Manager (AGI-620)
= 5 Roles
=) € web Server (1IS)

&l Featurss
= "? Diagnostics
i Hff} Configuration
[ &5 Storage

4 |

1 Internet Information Se

|ﬁ:i ‘n |®'

Open Feature

! Explore
Edit Permissions. .,
Edit
Bindings...

| Basic Settings...

Wiew Applications

Wiews Virtual Directories
Manage Web site ()
“ Restart

B Start

B Stop

Browse Web Site

[&7 Browse *:30 (http)

Advanced Settings. ..

Configure
Limits...

& Help

online Help

Start Page e
AGI-620 (AGI-6201Administ LabRbry Area
% Application Poals "a ’=|Q =]
=Y H=
Providers  Session State  SMTP E-mail
s
L BB 9 o
Authentication lacig COMpPression Default
Document
F) 4= H ‘}_::
==
Directory Error Pages Handler HTTP Redirect: HTTP
Brawsing Mappings Respo...
= o3 I -
W o
' 4 FE o <=t y
1S4P] Filters: Logging MIME Types Modules Cutput
Caching
S5L Settings
Management
T Features Yiew |, Content Yisw
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20.

21.

Double click on the ISAPI filters in the “Default website Home” page. The following
screen will be displayed. Click “Add” in the right side “Actions” panel.

_Server Manager

S B

File  Action “iew Help
== |20 H
=L Server Manager (AGI-620) Internet Information Services (I15) Manager

= 5 Roles
£l €5 web Server (115
&}y Internet Information Se
ESE Features

| @ » acrez0 » Stes » Defautwebsts »

= ISAPI Filters
2

[ gm Diagnostics @-d |7 |8 0
i g} Configuration o

s w5 Start Page y . et el
[# (=5 Storage __ga AiEL-620 (AGI-620LAdminist Use this Feature to configure ISAPI filkers that process requests made ta the Web everk To Inherite:

server,
- =¥ Application Pools Wiew Ordered List...
FTP Sites Groupby: Mo Grauping - @ Help
E.I.g-ggsDefault WWeb Site Mame | Excoutabie Cnline Help

" ASP.Net_2.0,50727.0 “windir\Microsoft . MET\Frameworkiv2, 0.507 27 aspnet
aspret_client

akarts

[=7 Features view |\ =

- Content Yiew

4] | | K |

| \ \
Enter the “JKfileter” in the Filter filed and provide the isapi_redirect.dll file path in the

“Executable” filed and Click on OK.

erver Manager

=T 3

File  Action  Wiew Help

sy | 7w H

Sk Server Manager (AGI-620)
El 5 Roles
@Y web Server (II5)
&}y Internet Information Se
&l Features
) i Diagniostics
@ Hf} Configuration
1 =5 Storage

0 ISAPI Filters

Use this Feature to configure ISAPI filters that process requests made to the Web Revart To Inherited
server, View Ordered List...
Groupby: Mo Grouping - @ Help

IS | Executable.

Application Pools

% FTP Sites
=

Sites

Online Help

BRI Add I1SAPI Filter [ 2] x]

7 jakart.

+2.0.50727 aspnet

Filter name:
[ikfitcer

Exerutable:
[cs\ s api_redirect. il

oK Carcel

<] | il
[ Features view |17 content view

4] | 3] R | >
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22. jkfilter should be displayed as shown below.

erver Manager

Action  View  Help

«|7zld

ig Server Manager (AGI-620)
= 5! Roles
= % Web Server (I15)
% Internet Information Se
ﬁ Features
) j‘? Diagnostics
= jﬂ Configuration
[ =5 Storage

Internet Inform

@;; | @ » acrez0 v Stes b Defaukwebste »

€-d|Z |8

Start Page
a AGI-620 (AGI-620\Administ
=¥ application Poals

% FTP Sites
@ Sites
B4 Default Web Site

4] | |

@ ISAPI Filters

Use this feature to configure ISAPT filkers that process requests made to the Web

Sarver,
Group byt No Grouping b
Mame = | Executable:

ASP.Net_2.,0,50727.0

SowindirFeiMicrosoft MET\Framewark\v2,0,50727\aspnet.

Add...

Edit...
Rename
K Remove
Revert To Inherited
Wiews Ordered List. .,

f@l Help

Online Help

Features Yiew

 Content Yigw

|
23

ver Manager

File  Action  Wiew  Help

Select Jakarta virtual directory and select Handler Mappings.
E

it 2 Wl [l

2; Server Manager (AGI-620)

Bl 5 Roles

=) & web Server (II5)
&Y Internet Information Se

| Features

] i Diagnostics

= jﬂ Configuration

Internet Inform: n Services (IIS) Manager

(€1

| ¥ AGI-E20

* Sites

b Default Web Sike b jakarta »

| &

¥ 25 Storage

4 |

- |2 |8

Start Page
AGI-620 (AGI-620|Administ
-2} Application Pools
@, FTP Sites
B-[@] Sites

B4 Default eb Site

- aspret_clisnt

jakarta
| bin

~| jakarta Home
-

Group by:  Area

v e T & 3
st A )
8Z 8 \/ =]
MET MET JMET Profile  MET Roles JMET Trust
Compilation  Globalization Levels
< | 3
ab) .
JMET Users Application Connection  Machine Key  Pages and
Setkings Strings Contrals
&> W_J_
=l
Providers  Session State  SMTP E-mail
s
a CGI g
o B d .
ATP Authentication a1 Compression Default
Dacument
a4
Directory  Errar Pages HTTR
Brawsing Respo...
Logging MIME Types  Modules Output 551 Settings
Caching
=l

Features Yiew |\ Conberk Yizw

Open Feature
b Explore

Edit Permissions. ..
[E Basic settings...

Manage ¥irtual Directory ()

Browse Yirtual Directory
[8] Browse *:80 (http)

Edit ¥irtual Directory

Advanced Setkings. ..

@ relp

Cnline Help
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24. Double Click on “Handler Mappings”, select ISAPI-dIl and ensure that it is enabled.

Server Manager

File action “iew Help

== |2 m|
= 5 Roles =
= W web Server (115) b AGI-AZ0 b Sites b Default Web Sike b jakarta b | s g e -
&}y Internet Information S¢
P - aons

&) 3® Disgrostics _ | Handler Mappings

FJE Add Managed Handlet. .
[ i} Configuration -
= -8 Start Page 2 idd Script Map. ..
[ =5 Storage €5 acl-670 (AGI-620\Adminst | 1Use this Feature to specify the resources, such as DLLs and managed code, that
2 g > handle responses For specific request types, Add wildeard Script Map...
¥ Application Pools e
% FTP Sites Group by:  State L Ak o e ol
B-ial 335 i Name = | Path [ State [= Edit...
E:W beal denoie Enabled XK pemove
| aspret_client ERENNSE
jakarka ASPClassic #.asp Enabled Edit Feature Permissions. ..
7 AssemblyResourceloader-Intear,,.  ‘WebResource,axd Enabled Revert To Inherited
AXD-ISAPT-2.0 * axd Enabled Vi Crderediet
CGl-exe *.exe Enabled
@ rep
HttpRemotingHandlerFactaryre,..  *.rem Enabled
. online Help
HttpRemotingHandlerFactaryre, .. *.rem Enabled

HetpRematingHandlerFactory-so...  * soap Enabled

HetpRematingHandlerFactory: * soap Enabled

OPTIONSYerbHandler * Enabled
PageHandlerFactary-Integrated * aspx Enabled
PageHandlerFactary-ISAPI-2,0 *, aspx Enabled
SecurityCertificate *.cer Enabled
SimpleHandlerFactory-Integrated * ashi Enabled
SimpleHandlerFactory-ISAPI-2,0 *, ashix Enabled
SSINC-shbm * shtm Enabled
SSINC-shiml * shtml Enabled
SSINC-stm *.stm Enabled
TraceHandler-Integrated trace,axd Enabled
TRACEMerbHandler 2 Enabled e
‘\WebadminHandler-Inkegrated YwebAdmin, axd Enabled
WehServiceHandlerFactory-Inte..,  * asmx Enabled
« | "

Content Yiew

4l | I | v [ Features view

\ \
Click on “Edit Feature Permissions”; ensure that “Read”, “Script” and “Execute”

permission checkboxes are marked
F Server Manager ![ﬂ 1

Fie Action  Yiew  Help

== 70

i;- Server Manager (AGI-620)
=] f} Roles
B 'ﬂ'ﬁ Web Server (I15)
% Internet Information Se

25

Internet Information Services (IIS) Manager

| v AGI-620 b Sites b DefaultWebSite » jakarta b |¢; Pl

o Festurs . : dbons
& i Diagnostics = Id |2 |@. TJ Handler Mappings Add Managed Handler. ..
= jﬂ Configuration = . i
S ark Page 7 Add Script Map...
[# =5 Storage ] a BGI-620 (AGI-620|Administ Use this feature ta specwfy_ t_ha resources, such as DLLs and managed code, that
“- 2} fpplication Pools handle responses For spedific request types, add wildcard Script Map...
i PP stes Groupby: state - AckdMocls Mool
i ikes Mame = I Path | State |‘ Edit...
£ Default weh Site T 3 i
Enabled Edit Feature Permissions. ..
Edit Feature Permissions
ed Enabled Revert To Inherited
Permissions: Enabled View Ordered List...
Enabled
W Read Eiiia @ teb
i~ Script Enabled Online Help
¥ Execute Enabled
Enabled
Enabled
PageHandlerFactory-Integrated * aspx Enabled
PageHandlerFactory-ISAPI-2.0 * aspx Enabled
SecurityCertificate *.cer Enabled
SimpleHandlerFactory-Integrated  * ashx Enabled
SimpleHandlerFactory-ISAPI-2.0 * ashyx Enabled
SSINC-shtm *,shtm Enabled
S5INC-shkml *,shtml Enabled
SSINC-strn * sk Enabled
TraceHandler-Integrated trace.axd Enabled
TRACEYerbHandler 2 Enabled B
WebaAdminHandler-Integrated ‘WebAdmin. axd Enabled
WebServiceHandlerFactory-Inte...  *.asmx Enabled
d | o
4] | ﬂ P > Zontenk Yizw
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3. Enable SSL on |IS

1. Select Node of IIS and double click on the Server certificates icon.

erver Manager
File  action  Wiew  Help
| AmE
= Server Manager (AG1-620) Internet Information Services (I1S) Manager
= B> Roles
E] ® Web Server (115)
M} Internet Information Se
i Features g
& ! - AGI-620 Home
[ #m Diagnostics @ |7 |8 g‘ Open Feature
1# it Configuration - StartEage
= st : ) - Manage Server
B &5 storage £ 95 Acle20 (AGle2diadmn | 5O0Pby: Mo Srouping = i
12 application Pools & & ,.j:_‘] 1= o Ressd
Sites = = b Start
&0 Default web Site MET MET NET Trust  Application ASP B stop
Compilation  Globalization Levels Settings —
o Wiew Application Poals
-%EJ \%‘i ‘;b: o View Sites
Authentication <Gl Compression  Connection Default @ Help
Strings Document online Help
& ?‘i_g ]
Directory  Error Pages  Feature Handler HTTP
Browsing Delegation Mappings Respo..
& &8 T ¢ B
IIS Manager IS Manager 1SAPTand CGI  ISAPI Filters Logging
Permissiors Users Restrictions
-~ - | ) == >
-, = = - =
T : 5 ) geisl
w 2 ; «
Machine Key ~Management MIME Types  Madules Sutput
Service Caching
) [ a—
=
Pagesand  Providers Session State  Shared
Cantrols Configuration
LT‘ < Request and manage certificates for Web sites that use 551
= Ry
TP Fmal wnrker =
i ol Lt | i eatures View || - Content Yiew

Then click on “Create Certificate Request...” link in the Actions pane to generate a CSR

file. Request Certificate screen will be displayed, then provide the details as required.
The screen will be displayed as follows:

£ Server Manager

=

File  Action  Wisw  Help

e A==l

@ b | € » actezn

2__ Server Manager (AGI-620)
= 5 Roles
E1 ¥ web Server (1I5)
& Internst Information Se
® g Festures (comections | :
i ;j i FEETETY @él Server Certificates
[ 5ff} Configuration e -

Import...
W5 start Page
&= o, o h " Create Cartificats Request, ..
1 &3 Storage -9 laGiez (Aereatiade | U this feature to request and manage certificates that the Web server can use L
Application Pols Request Certificate 3 3 |
Sites

& Default tieb Sitel

U»i Distinguished Name Properties icate

Spesiy the required information for the certificate, State/provice and City/locality must be specified as
afficial names and they cannot conbein abbreviations.

Common name: |ag|r6ZU‘ag\‘cum

Organization: |arisGlobal

Crganizational unit; PT
Cltyflacality Bangalore
Stats/provincs: Karnataks

Countryfregion: fm = |

Frevious

Finish cancel |

- Content Yiew
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3. Click on “Next” the following screen will be displayed.

B Server Manager

= ES
Fle action  Wiew  Help
Rt e el 7
EN Server Manager (AGI-620) Internet Information Services (115) Manager
E 5 Roles -
=1 €5 web Server (1IS) @ - AGL-620 b | <t @ -
H}) Inkernet Information Se >

[ i Features

3 e . T —
i¥l Jgm® Diagnostics e = | | 85, é' Impart..
[ 57} Configuration oy i e
i 55 storage o homes . Use this Feature to request and manage certificates that the Web server can use Create Certificate Request...
e -85 AGI-620 (AGI-6201Admin ey L aio o
Application Pools

Request C: e

ﬂ- uest. ..
1 Sites
& Default Web Site]

..
ui Cryptographic Service Provider Properties

icate. .,

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certificate’s encryption strength. The greater the bit length, the stronger the security.
Howewver, & greater bit length may decrease performance,

Cryprographic service provider:

previows [[_met | rren | camesl |

S I 1
4 el | w| [E1Features view |- Content View

4. Click on “Next” with the default settings, the following screen will be displayed. Enter a

text file and click on Finish button. The CSR file will be save on the given location. Click
on Finish button.

Note: The max you set the bit length the certificate would be that secure. But the
performance will be impacted.

B Scrver Manager

T s - [ 2 F 2]
File naction wiew Help

= 2= H

ks, Server Manager (AGI-620)
= @ Roles

E1 & web Server (115) @ wo |9 acrezo
Internet Information Se _

[~ fo 1@ -
i3 g Festures | Connections

= @ p  server Certificates

[¥ 3 Diagnostics = | 85, g" Import..

[ 5} Configuration S St P

[ 5 Storage & AGI-620 (AGT6200AdmA | 152 this feature to request and manage certificates that the web server can use Create Certificate Request...
-2 Application Pooks

Request Certi ate EE3 uesk, ..
1@ Sites
-4 Default teb Site

Internet Information Services (I1S) Manager

=

ui File Name .

Specify the file name far the certificate request. This information can be sent to a certification
Suthority for signing.

Specify a file name For the certificate request:

[citaai-s20.6] i

Previous et | [ Fmeh ] caneel |

41 1 £
- o] et | »| [C]Features View |/ Content View

Refer section 5 Generating 21 days Trial Certificate for obtaining the 21 day SSL Trail
Certificate from thawte.
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Install of SSL Certificate CSRin IS 7

5. After you got SSL certificate from a provider, you will need to install it to the server from
which the certificate request was generated.

(To get a trial SSL certificate for 21 days please see the section Generating 21 days Trial

Certificate)

Open the ZIP file containing your certificate or (if they provide source code please copy

the code provided and paste to notepad than save the file named your_domain_name.cer
to the desktop or directory of the web server you are securing.(i.e., C:\JK\bin folder).

7. Select Node of IS and double click on the Server certificates icon.

[E. Server Manager

[ 1511
File. Acti Wiewy Help
4m =p | = —
& Server Mana ger (AGI-620) Internet Inform Services (ITS) Manager
B 5 Roles —— -
= W5 web Server (1IS) | €5 » acrezo » | sz e -
Internet Information Se
& Features lAcons
= o AGI-620 Home
1 3= Diagnostics el = MESHE "N é’ Open Feature
B Sfk Configuration W Siort Pog
& &5 Storage Ml Stort Page oy == ™ S,
i 5 Storag £ 97 Acl-azn (AGIaZAGr | | SSHRBYi Na Grouping & L, ensgeceiven
L Application Pools & - q = S =] 5 Restart
B %] Sites N~ = = = B start
-4 Default web Site JMET JMET MET Trust Application asp B Stop
Compilation Globalization Levels Settings
— Wiew Application Fools
— & :
%E; CGL \§| A >3 View Sites
. Gl Cornp Connection Default @& reip
Strings Document Online Help
& . /1 &
Error Pages  Feature Handler HTTR
Delegation Mappings Respo..
& 5 o B
1IS Manager ISAPI and CGI  ISAPI Filkers Legging
Users Restrictions
®e @F  Fe 4 g
B e st |
: L = M F
Machine Key  Management  MIME Types Modules Oukput
Service Caching
2 =l
ah =
Pages and Providers Session State Shared
Controls Conrfiguration
'?‘ <m, Request and manage certificates For Web sites that use SSL
L= i)
SMTP Fomail Wierker =
” o et I s [EldFeatures view |12 content view

£ _Server Manager

i Action  Visw  Help

Click on “Complete Certificate Request” link. The following screen will be displayed. Then
Select the CSR file generated using the link “Create Certificate Request”.

LB

e | 2mHE

T Server Manager (AGI-620)
= 5 Roles
Bl ¥ Web Server (115)

Internet Information Services (I1S) Manager

@;, | & v acreen »

i1 Internet Information Se
(5| Features
& Fm Diagnostics
[ Hfft Configuration
[# 5 Storage

q'gl Server Certificates

Start Page
BGEI-RZ T AGT-RZ0 Admir
Complete Certificate Request

Use this Feature o request and manage certificates that the Web server can use

[agiezal
< | =
% ]l | | [ Features view || - Content view

Impart...
Create Certificate Request,

HEE Complete Certificate Request. ..
. s Create Domain Certificate. .,
||| Specify Certificate Authority Response ...
gl ! Create Self-Signed Certificate. .,
igw. ..
Complete & previously created certificate request by retrisving the fils that contains the certificats Export...
authority’s response, G
File name containing the certification authority's response: K FRenmave
[E K _HomElEin|agiez0. cer P Help
online Help
Frisndly name:
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9.

Server Manager

Fle Action Wiew Help

Click on OK. The following screen shall be displayed.
K

[_[5]

&= | HE|

L, Server Manager (AGI-620)
=l 3" Roles
E1 ¥ web Server (1I5)
i} Internet Information S
[ g Features
£ f? Diagnostics
[ 5ff} Configuration

Q.- i |

s (I11S) Manager

3

[# 5 Storage

4 el

£ 935 AGI-620 (AGI-620\Admin

©5 Start Page

L2} Application Pocls
| Sites
& Default web Site

@g‘ Server Certificates

4

Use this Feature to request and manage certificates that the Web server can use
with Web sites configured For S5L.

- Content View

Import...

Create Certificate Request...

Complets Certificats Request
Create Domain Certificate. ..
Create Self-Signed Certificats. .,

Vigw ..
Export..
Renew. ..

Remove

Help
Orline Help

10. Once the SSL certificate has been successfully installed to the server, you will need to
assign that certificate to the appropriate website using IIS.

11. Select Default Web Site and click on Bindings linkhe Actions section in right

side pane.

E.. Server Manager < .
File action  ¥iew  Help

e 2 [ ]|
S Server Manager (AGI-620)
= 5 Roles
El §5 Web Server (115
i} Internet Information S
i 5 Features
= i Diagnostics

| & e @ -

@ 7} Configuration
& 23 Storage

¥ application Pooks
Sites

AGI-620 (AGI-620\Admministratar)

Graup by: Mo Grouping

Feature Name =

| Description -

2 KET Compilation

& NET Globalization

4 .ET Profile

ET Rolss

(MET Trust Levels

ET Users

[ application Ssttings
p|asp

a, Authsntication

Bl car

7l Compression

[ Connection Strings

| @ Defaul Document

[l Dirsctary Browsing
[ElError Pages

& Handler Mappings

4L HTTP Response Headers
&4, 115 Manager Permissions
& I5API Fiters

;E Logging
i

MIME Types
Modules

'3 Output Caching
Pages and Controls
a2, Providers

£ Session Stats

=1
4

Configure properties For compiing manage
Configure globalization properties For man.
Configure options that track user-selected
Configure user groups For use with MET U
Configure trust-level policy files and the se
Manage users who belong to roles and wh
Configure name and value pairs For manac
Configure properties For ASP applications
Configure authentication settings for sites
Configure properties For CGI programs
Configure settings to compress responses
Configure strings that Web sites and appli
Configure default files to return when dier
Configure information ko display in a direct
Configure pages ko rekurn when errors oce
Specify resources that handle responses
Configure HTTP headers that are added tc
Configure users who can administer sites ¢
Specify 15APT filters that modify 115 Functic
Configure how T15 logs requests an the W
Configure hashing and encryption settings
Configure extensions and associated cont!
Configure native and managed code mody
Specify rules For caching served content ir

Configure properties for pages and contro—
Configure providers for provider-based ap

Configure session state settings and Form
= | . ; - =

[E Basic setrings...

@ e

| Features View

Content Yiew

J2l Explore
Edit Permissions. ..
Edit Site
Bindings...

wiew Applications

View Virtual Directories
Manage Web Site A
© Restart
Start
8 sop

Browse Web Site

Browss *:80 (http)
Advanced Settings...

Configure

Limits...

Online Help
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12.Click on the Add button in the following Screen

Server Manager

e Action  View Help

mp| 7

=L, Server Manager (AGI-620)
El 5 Roles
Bl ¥ Web Server (I15)
&} Inkernet Information Se

| @

E:: g Ef;:;:;[s “ Default Web Site Home F
: Figuration 5
E:: a% gf;age €5 Start Pags B == Edlit Permissions. ..
= E195 AGI-620 (AGL-620YAdministrator) i ping = —
(2} application Pools Featurs Name = | Description - Edit Site
= ites 222 MET Compilation Configurs properties For compiling manage: gindings. ..
& Default Web Site € MET Globalization Configure globalization properties For man. | Basic Settings. ..
Configure options that track user-selected
Crirfinnrs sar aronns Far dss with NET UL e L IR
Bindings — Visw Virtual Directories
and wh _
Type | Host Mame [Fort | 1P Address [_Bind Add. . | P Cneae Sl euhle 2
htkp a0 * tons | = Restart
el or sltes B start
Aeneve | [ B stop
panses ¥
i | ] —— Fepi ~ Browse Web Site
e cliait [8] Browse *:80 thitp)
Close. I 5 direct, Advanced Settings. ..
TOrs o —=
THandier Mappings Specify resources that handle respanses Eonfigure
4L HTTP Response Headers  Configure HTTP headsrs that are added ke Limits
8,115 Manager Permissions  Configure users who can administer sites 2 @ tep
& 15AP1 Filters Specify [SAPI filters that modify IL5 functic e i
- lLogging Configure how 115 logs requests on the e
H#Machine key Configure hashing and encryption settings
45 MIME Types Configurs extensions and associated conts
; Configure native and managed code modu
Specify rules for caching served content ir

Configure properties For pages and contro—

a? Providers Configure providers For provider-based ap
§5.5855i0n State Canfigurs session state settings and Form
4] 1 >

Content Yiew

41 | el | *

13. Select “https” in the Type drop down box and thelest the certification name
from the SSL Certificate dropdown box. Click on @Htton.
E

File  Action View Help
== | 2= H
R Server Manager (AGL-620) Internet Information Services (I1S) Manager
Bl 5 Roles
= €5 web Server (115)
% Internet Information Se

) 3 Dlagrostics T e Default Web Site Home o
quij g:;zgg:ranon W Start Page i i G = = Edit Pepmissions. ..
= =95 AGI-620 (AGH-620\Administrator) Rl o-Srouping A —
L[} Application Poals Feature Name = | Description - Edit Site
@ \MET Compilation Configure properties For compiling manage Bindings. ..

&P Default web Site & HET Globalization Configure globalization properties For man.

Basic Settings

MET Profile Configure options that track user-selected ...
ite 7 d the se Wiew Yirtual Direckoriss
. Type! IP address: FPort: and wh Manage Web site -~
5 Ihttps LI IAII Unassigned LI |443 ] r manac a1
ht e J ations we  Restart
- - or sites b Start
I J ams B stop
5L certificats: ponses T
= = J d appli = Browse Web Site
4IIEW"' ohi clier [8] Browse *:80 (http)
J a direct Advanced Settings. ..
Cancel | Tors oot e
= le responses F Configure
|HTTP Response Headers  Configure HTTP headers that are added tc Limits. ..
&?)HS Manager Permissions  Configure users who can administer sites & @ Help
é ISAPI Filkers Specify ISAPI filkers that modify 115 functic i Onlins Hel
Q Logging Configure how 115 logs requests on the W F
_f.h‘;’ Machine Key Configure hashing and encryption settings
JEIMIME Types Configure extensions and associated conb
'q?ﬂ Madules Configure native and managed code modu
5-,3) ,Output Caching Specify rules For caching served content ir
Pages and Contrals Configure properties for pages and contro=

a?, Providers Configure providers For provider-hased ap
&Sess\un State Configure session state settings and Form
<'I S LI_I

- Content Wiew

4] | el >
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14.The following screen should be displayed after agdine https. Click on Close
button.

E._Server Manag

=]

File Action View Help
= e=p | HlE]
Bl Server Manager (AGI-620) Internet Inform: Services (I1S) Manager

= 5 Roles
=1 €5 web Server (II5)
W Internst Information Se
1 5 Features
(¥ gm Diagristics
ik Configuration
[# 5 Storage

) Explore

| N = Edit Permissions. .,
GI-620 (AGI-6204 Administratar) P by: Mo Grouping it Permis =00

pplication Pocls Feature Mame | Description - Edit Site

= ites \MET Compilation Configure properties for compiling manags Bindings...
&P Default Web Site € MNET Globalization Configure globalization properties For man. =] Easic Settings...
[ NET Profils Configure options that track user-selected S
T NFT Roles Confinnre tser aranns For nse with MET U NI BERIC e
Site Bindings [Z] d the se Wisw Wirtual Divectoriss
and wh . i
™ Web sit ~
Type | Host Name [ Port | IP Address | Bind Add,.. ranaa s L
http =0 Z Restart

i ations
—IE S or sites Stait
ey ams B Stop

ponses

il | = e g Browse Web Site

e clie [&] Browse *:80 (http)

Clase. adirect Advanced Settings. ..

rars acc
“FHandler Mappings Specify resources that handle responses F Configuse
ITTP Response Headers  Configure HTTP headers that are added tc Limits. ..
115 Manager Permissions  Configure users who can administer sites & Help
&% ISAPI Filters Specify ISAPI filkers that modify 115 Functic L el
lLogging Configure hows IS logs requests on the W 2
=7 Machine Key Configure hashing and encryphion settings
IME Types Configure extensions and associated cont
Madules Canfigure native and managed code madu
Cutput Caching Specify rules for caching served content ir
ages and Controls Configure properties for pages and contro—
2, Providers Configure providers for provider-based ap
£ session State Configure session state settings and Form
bt ; e dicsh _"_I
4 | o | (& eatures Yiew |/ Contert Yiew

15.Now the 1IS 7.0 supports the URLs with SSL also.

4. Test the URL

1. The context paths provided in the uriworkermap.proes file in the Section 1,
step 8 shall be handled by IIS.

Example:
http://agi-620/jmx-console/
http://agi-620/web-console/
http://agi-620/sample/
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5. Generating 21 days Trial Certificate

1. Paste the URDttp://www.thawte.comin the IE. Click on 21 day free trial.
Note: Refer section Enable SSL on lI®efore proceeding with this section for

enabling SSLon lIS 7.

‘A thawte is a leading global certificate authority of S5L certificales, extended validation ssl [ - Microsoft Internet Explorer

File Edit ‘View Favorites Tools Help ,’.!‘
) -~ N @ ~ a, = T a
@ Back > |ﬂ \E‘I ;\7 - search & Favorites &‘ " _J ﬁ &
Address ‘g] hittp: . thawte. comy v 3o Links
~
i warldwide sites: Deutsch Espafiol Frangais Haliano =
@ thawte auoktegi; [rabe your o> 9 | I {stemep
s a trust thing™
Home Products Partners Buy Renew Trials Guides Support Contact Us
by
_14"*
BUY S5L EERTIFICATES DO YOU NEED TO? FIND OUT MORE SOLUTIONS FOR
S5 Certificates = Secure a\Weh Server = Extended Validation SSL = Mercharts
" = Manage Multiple Cerificates = thawte Ssoures DNz * Hosting Companies
i EEEE e = Secure Your Cods = When is & Site Really Securs * Resellers
Codle Signing = Secure Your E-mail = Resister for product updates gt
. Offerthe Highest Possible = Factson S5l " E;"e’;r_‘ses” S
i = Educational Institutions
SR st cetificates Encryption + Koy and CSR Generation
= Technoloay Partners
= Check Order Status = Check your CSR
« Reizsue SEL Cetificates = Subnit Enciuiry Online
FREE INTERHET SECURITY GUIDES thawte SITE SEAL
fREE™ Secure SEL datatransfer online eree ™ Sign code for secure download « thawte 'Secu
Secured Seal
rreefl) secure your Apache or I3 server rreefl) Marzge multiple S50 ceificates v mfigt Oma
Ree® Step-up S5L enoryption with SGC Free T Browse Internet security guides SSL Certificates (2008 -07-16 m 1|
BOOST customer anfidence. 21 day free trial - . HavEA QUESTION? ' '
V“:?f d':ffa ‘:S?Lm::;cdm test a SSL certificateon ~ - Chat with a Sales L
[ ates: "
your site today! it Rep now!
~|

& B Internst

“el - Qd4M | Edm. el g 9] Pl K R T

2. Enter the following details and click o@ontinue’ button.

A Thawte Landing Page - Microsoft Internet Explorer [=EE]

File Edit  View Favorites Tools  Help

Address ‘LE hittps:/ . thavwte, comfucgifgothawte. cgi? a=b 7985027 3967049007 >

®thawte, 1

271-Day Free Trial SSL Certificate
‘ from thawte

[ download your free frial certificate and test ssl on your
website...

Please complete this form for immediste dovwnioad of this FREE trisl certificate:

ftname: [Famkumar last name:
email address: kumar@arisglobal.co.in| company: | ArisGlobal

westore 3950333004223 |
state / provinse: Cutgide US/Canada e
sountry: [India. >

wrhist i the domain name you plan to secure?

[om

how many servers are you looking 1o secure with S5L in the nesd 12 months?
& 14 O s () ressarch only

what iz your time frame for implementing S50 web server cerlificates?
&) immediately ) 13 manths
O 48 months () 712 manths

O research onty

[ Pleass keep me up to date an other produst news and security alerts via email

[C] Plzase remember my profilz infermation. @TRUST@
thawts raspacts your right to privacy, ses our Privacy Statsmant
Continue N
e
&l D P Internet
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3. Select “SSL Web Server(All Servers) radio button.

File Edit view Favorites  Toals

Q- ©-H B¢

Help

A /j‘SearEh . Favorites 641

Thawte Landing Page - Microsoft Internet Explorer D@@
#’

-$ =
Address | ] hbtps: e, thawte, comjucgijgothawte. cgi?a=b 785027 3967049007 ~| Elco ks *
~
worldwide sites: quick login =3
thawte [atee ok saiastion.. Pl [k yowradiocton > Bl s
it a trust thing
Home Products Partners Buy Renew Trials Guides Support Contact us
21-Day Free SSL Trial Certificate
i Test Server Contpafibilily and Installafion Process |
Welcome to thawte's test certification system where you Important:

|Secu

by,
@ rhaps

[2oa 001

can test drive our server certificates for FREE. Si
download a test server certificate and check how it works
for you.

Before you get started:

ou will nesd to generate a Cerificate Signing Request (CSR) and
private key pair 0ff your web server. Instructions: for populer web
servers are svailable on our support site - click here.

m select your trial certificate

(255G SuperCent (Miorosoft IS Web Servers)
() SEC SuperCen (Other vieh Servers)

(@ 551 Wieh Server Cettificate (A1l servers)
(551123 Certificate (AN servers)

® configure certificate

1 vou recuire the certificate output in PKCS #7 format, check the
following option.

Note: this i not required for & normal web server certificate so it is
safe o ignare if you are unsure

[] PKCS 5T Select this option for servers that uss Jawva JOK

» These cerlificates are for testing and evaluation only.
They will generste errors wit browsers that do not
have the required Test CA Root Certificate manually
installed in the browser

Our test certificates are valid for 21 days and come
with ABSOLUTELY HO WARRANTY!

These cerificates are not compatible with some web
servers, due to constraints imposed by their
developers

What does it mean?

Root Certificate:

A zelf-signed Cerificate Authority certificate that idertifies
aCA, Trusted rocts are preloaded into brovwsers o that
their certificates operate with no Lser intervention

Private Key:
A numeric code used o decrypt messages encrypted
with 3 unigue corresponding public key. Integrity of
encryption depends on the privats key being kept secret

Public Key:
A numeric code which enables encryption of messages

zent to the holder of the corresponding unigus privats key

The public key may bs fresly circulated without

compromising encryption while increasing the efficiency RR|

&] Done

B S @ Internet

Scroll down the page. Open CSR file generatedep 3tof Section 3 in any text
editor [Ex: Notepad] and paste the contents irtélebox provided in the IE.

Click on next button.

File Edit View Favorites Tools  Help A
. ~ = . - =
= & I ) i = - e
Qo - @ - [¥] B @ | O searh Favortes %) o R W -
address ] https: | fww.thawts, comfucgifgothawte. cgi?a=b7 985027 3967049007 ~ | B Go Links
= Tiper Carl (MCrosort 15 Vieh Servers) e

(DISGC SuperCen [(Other Web Servers)
(&) 5L vk Server Certificate (Al servers)
() S5L123 Certificate (Al servers)

m configure certificate

If you require the certificate output in PKCS #7 format, check the
tallowing option.

Mote: this is ot required for & normal web server certificate so it is
sate toignore if you are unsure

[] PKECS 57 Select this aption for servers that uss Java JDK
keystore - including Tomeat and Jetty

m certificate signing request {CSR)

*You need to generate a Certificate Signing Reguest (CSR) on your
weh server. If you require assistance, please refer to thawta's
suppCt dacumentation click here

Please copy and paste your Certificate Sioring Regquest into the
space below:

--BEGIN NEW CERTIFICATE REQUES Teeees
MIIDUDE CAKEADAE T ELMAKGATUEBRMCS UdyE | AQBgN
VBAGMELIthemShdGF rrTES
MBAGATUEBAl OmF UZZF£b3. M QnaCg Y DV O QKDANBRO
1<zl B g NV BASMAIF DM R ot
FOVDVOODDASME] WD quy W dpLm Ny TC BRzaANB gkqhids
QOB ADEF AAOB] O A TkC

SYEAURNLIPIFVIKNTLI8IUES 45251 S CujBZ Pzl PP On Dk
RCVGBFSNTkeZ
pZa0Eh i =0z

LatroUmSwZug Ppns
BOIB GUKEZVIIMES GubaHAT dnE TLoCIMIVajhall 17 B gdxaq
SCANEAASCCAILNGIY K

HWVBBAGE M) CAZEMF g 02LjAUNJAMMS W MEEG CSSGAR
@B gjc\/F DEOMDICARUMD By

& self-signed Certificats Authority certificate that idertifies |
aCa. Trusted roots are prelosded into browsers so that
their certificates operate with no user intervention.

Privats Key,

A numeric code used to decrypt messages encrypted
swith & unigue corresponding public key . Inegrity of
Encryption depends on the private key being kept secret,

Fublic ey

A numeric code which enables encryption of messages
sert 1o the halder of the corresponding unicue private key
The public key may ke freely circulated without
compromising encryption while increasing the efficiency
and convenience of enakling encrypted communication

Cartificate Signing Request (CSR):
& Public Key that you generate on your server that
waliistes the computer specific information ahaut your
web server and Organization when you reguest a
Certificate from thawta

rrrrr BEGIN CERTIFIGATE REQUEST-——
MIIE € CATS CAGAwg ZUx Cza g NVBAYTA WV THRowF YDV R

1Ew5 05303 C B DYEJub GluY TEQHMAAGRT UEBxX MHUs F= 24 na D

EdMEisGA45UE ChMUYGRRa3 RIIENYbR H1BHRD bracgv2 x Gz

AZEgNVERSTEI Rl o2 Rpbmeg R Glw YHLI0bWud D ETMEO G UE

A MW eShBYWLILAGRReINZA3R LmNub TC BrzANBgke

ki BEw0 BAGEF Faz ki g 6wy

EH2WIzastolt 3 ZMa2TalM bzal

Godsixe HiGagqg M 3 Di G HeuSgaulkF

RzQIpwHaEBz0 LarmwDUuL ZenTR A4of K356 Ro G Ta SUREDER]

Untzhs2 CAWEALSAUMANG C5 G513 O GED BALMAGEANL 6T

ATy Hinww THA4s C1 K BUly O jacuaTB3ALDC MxFEVNEA |

DiZrmzHE GEK7xP/as5nhki2 XIBBzInNrmt SHAE Nusnrhk O 2 Dyt -2
R2P+KnPl jNvBEBFh HEIR0E DAEx 22y Mk Zwddi2a5qF C1ALkrg

Hyohbl DER9e6101 QuPoEA

-END CERTIFICATE REQUEST-mmn

CERTIFICATE
REQUEST-----*

REQUEST-----"and

“-——-END

B D @ Intermet

Note: Text should be copied and pasted includirey téxt “-----BEGIN NEW

NEW CERTIFIETE
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5. 21 day Free SSL Trial Certificate key will be deggd in a text box. Create a
text file using notepad with name server.cer ana/¢be key into the text file.

ternet Explorer ‘ ‘ g
File Edt Wiew Favorites Tooks Help o

Qe - @ - [¥] B €| O seann S I B S

Favorites £2) | (-

Adddress | @] https:i e, thawte. comfucai/gathawte. caiza=b7 985027 3967049007 Links **
~
warlchwide sites quicklogin
thawte T | - o
it a trust thing
Home Products Partners Buy Renew Trials Guides Support Contactus
21-Day Free SSL Trial Certificate
I Test Ferver Comaatibilily and Irsiallation Frocess |
Suppart mYour 21-Day Free SSL Trial Certificate is displayed below. ABOUT YOUR SSL TRIAL CERTIFICATE
) - copy and paste it into & file for installation on your server Important
f 1 (include the BEGIN and END ines) ’ 5
by, 155 fWin2# users: After evalusting & SSL Trial
| @ eragies Click in the box to select certificats Certiticate, please do not request a trusted certificats
Gl --~BEGIN CERTIFICATE- | using the same Certificate Sioning Reguest (CSR).
£ MIDHTCCAo MR O0POJBTVUVhKO - Replacing = test certificate becomes enormously
hkiGOWOBAQUFADCE complicated if you have used the same key and CSR
hzELAkS A1 UEBDMCWKE=|jAagB gNVBEAgT GUZFUIBURWHNU
SUSHIFBWUIBRUOWTIEQD Install the test root certificate
TFlocH T AbBgNVE 0 TFF RoYXd0ZS BDZHI0 sZp YZFO By
MROWF @Y DVE ELEWS URVHL * Dovenload the Test €4 Root Certificate into your
IFRFU1QaVEVTYDEchBoGATUEAM TV G hhd3RIIFRIs3 g browser - ¢lick here.
QOEgUmMIwdDARFadwD TAZ . : 3
TV DD B2 F DD T AGMDY mODEZMDI S MSkkCzAIBg * The Test & Root Certificate I available intext format -
HVBAY Tk O MR IwE &7 DV | click here.
EmILY BgNVBACTEL TEM
Ao GATUEChMD QUM 2ay | Install 10y
COYDYRALEWRQZEXN B UGA1UEAd DeHyMDAILMFna
S51bZ0mGZInD YKozl hweH To assist you with installation of your SSL Trial
ADQEBEDADITOAMIGIAGBALPZbS TSRVSpIATirhOsuctd Certificate, e have provided step-by-step guides for
Ugrowdj4mzTED0J0Lys e of the most popular web server platfarms:
FZnamod jiidH p G om elod G KIHYD AR A DI O+ uperld
DENBQD Q1 pg PO o
532138 F JucGbuTEZ0gFgR=IKT 1pukhimZhmO3Z<EyS HEwItF B ApachaWeh B Wiero=af S Woh
Server Server
S183FNewYDMagy
i v
AghBAAG]gaTwgaMwD AT WROTARHEAIWADAGB gHVHS ""Gek Adobe’ click here to get ADOBE
Acabe — Rea READER:
“
&] Done B S @ mernet
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