Configure SSL on Tomcat

Make a security directory (for example C:\apache-tomcat-6.0.28\security) and import your SSL certificate in
a keystore using the tool Portecle ( https://sourceforge.net/projects/portecle ) and name it 'tomcat'. Create a
JKS keystore and remember secure it with a password;

Mew Keystore Type | T Choose Key Pair File for Import . B &J
Select the type ofthe new Keystore: Lookn: |I__=| security |'|
0 UKS ||j portecle-1.5
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Import your SSL certificate;

g’]f Chapache-tomcat-6.0.28\security\tomeat. ks - Portecle =HACH X

@[]je

File Tools Examine
BESICIEIEIE

@ Alias Name
E"@ tomcat

Help

| Last Modified
7-mei-2010 15:58:06 CEST

Keystore type: JKS, provider. SUN, size: 1 entry

Edit your Tomcat server.conf and add the following part to enable SSL on your server. If you use a reverse-
proxy server to handle your SSL certificate, you can skip this SSL configuration altogether;

<Connector port="8443" maxHttpHeaderSize="8192" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" minSpareThreads="25" maxSpareThreads="75"
enableLookups="false" disableUploadTimeout="true"
acceptCount="100" scheme="https" secure="true"
clientAuth="want"
keystoreFile="C:/apache-tomcat-6.0.28/security/tomcat.jks"
keystorePass="password"
truststoreFile="C:/apache-tomcat-6.0.28/security/tomcat.jks"
truststorePass="password"
ssIProtocol="TLS"
/>


https://sourceforge.net/projects/portecle

Configure Picketlink;

See the Picketlink documentation on how to configure your web.xml and the two picketlink-handler.xml and
picketlink-idfex.xml;

In this example testS.nietdus.nl is your ADFSv2 server and webtest.personnelview.nl is running your Tomcat
application.

<PicketLinkSP
xmlns="urn:picketlink:identity-federation:config:1.0"
CanonicalizationMethod="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
ServerEnvironment="tomcat">
<!-- The URL of the Microsof ver to which we post our SAML AuthnRequest -->
<!-- ADFSv2 only supports r
<IdentityURL>https://test5.nietdus.nl/adfs/ls/</IdentityURL>

rt posts to HTTPS so we have to configure see the Tomcat server.xml-->

https://webtest.personnelview.nl:8443/PV_Web/s/sso<

<!-- Only trust IDP SAML Responses from the following IDP domains -->
<Trust>

<Domains>personnelview.nl</Domains>
</Trust>

<KeyProvider ClassName="org.picketlink.identity.federation.core.impl.KeyStoreKeyManager">

<!-- Path to keystore of certificates -->
<hRuth Key="KeyStoreURL" Value="C:/apache-tomcat-6.0.28/security/composer5 keystore.jks" />
<Auth Key="KeyStorePass" Value="storel23" />

<!-- Which certificate in the keystore do we use ourself for signing the SAML AuthnRequest to the IDP? -->
<Auth Key="SigningKeyAlias" Value="sp sign cert" />
<Auth Key="SigningKeyPass" Value="passl123" />

<!-- Every SAML se from the IDP is/mustbe signed and the signing must be checked to makeu

for which this certificate can be used to check the signing -->
liasname in keystore -->
Alias Key="test5.nietdus.nl" Value="idp test5.nietdus.nl" />

</KeyProvider>

</PicketLinkSP>

In the following chapters you are going to create the composer5_keystore.jks keystore file with the self
signed ADFSv2 IDP certificate and the self signed Picketlink SP certificate.

We use a IDP role named composer5 to enable/disable users from using our application. We pass the groups
from the Microsoft Active Directory as an SAML role so we can test within our application to allow only
users with this group. To do this you have to edit the web.xml file to protect your servlet so only requests
with role composer5 are being pass on to your servlet. Our this example our servlet is called has a url pattern
of /s/sso ;

<!-- Define a Security Constraint on this Application for SSO -->
<security-constraint>
<web-resource-collection>
<web-resource-name>Composer 5 Application</web-resource-name>
<url-pattern>/s/sso</url-pattern>
</web-resource-collection>
<auth-constraint>
<role-name>composer5</role-name>
</auth-constraint>
</security-constraint>

<!-- Security roles defined on user from IDP referenced by this web application for SSO -->
<security-role>
<description>The role that is required to log in to the Composer Application</description>
<role-name>composer5</role-name>
</security-role>



Installatie en configuratie ADFS v2

Installeer eerst ADFSv2 op de server: run de adfsv2 setup.exe van Microsoft

Configureer nu IIS met een geldig certificaat van het domain waarop de Identify Provider (IDP)
moet gaan werken. Doe dit door een al reeds bestaand certificate te importen of een nieuwe aan te

maken met een certificate request (CSR) en daarna het inlezen van het certificate van een certificate
authority:
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Koppel het certificaat aan de https binding van de default website waarop het adfs script staat:
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Draai nu de ADFS configuratie wizard.
next->next->next etc.

Hierna creeer een nieuwe Relying Trust Party:

¥ Add Relying Party Trust Wizard x|

IR Welcome to the Add Relying Party Trust Wizard
@ Welcome

Select Data S This wizard will help you add a new relying party trust to the AD FS configuration database. Relying parties
@ Select Data Source consume claims in security tokens that are issued by this Federation Service to make authertication and

@ Choose lssuance authorization decisions.

Authorization Rules The relying party trust that this wizard creates defines how this Federation Service recognizes the relying

@ Readyto Add Trust party and issues claims to it. You can define issuance transform rules for issuing claims to the refying party
after you complete the wizard.
@ Finish

< Previous I Start Cancel Help




Kies 'Manually' zodat je alle configuratie parameters zelf moet invullen:

< Previous | Next >

Cancel Help

"3 Add Relying Party Trust Wizard |
Select Data Source
Select an option that this wizard will use to obtain data about this relying party:
@ Welcome
¢~ Import data about the relying party published online or on a local network
Select Data S
- = Soures Lse this option to import the necessany data and certificates from a relying party organization that
@ Specify Display Name publishes its federation metadata online or on a local netwark.
@ Choose Profile Federation metadata address (host name or URL):
@ Configure Certificate I
@ Configure URL Example: fs contoso .com or hitps://www contoso com/app
@ Corfigure Identfiers " Import data about the relying party from a file
@ Choos_e |5_5LIEII'1€B Lge this option to import the necessany data and cerificates from a relying party organization that has
Authorization Fules expom?d its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will
© Readyto Add Trust not validate the source of the file.
@ Finish Federtion metadata file location:
= Enter data about the relying party manually
Lze this option to manually input the necessary data about this relying party organization.
< Previous I Next > Cancel Help
Tik een vrij te kiezen naam in voor deze trust party:
" Add Relying Party Trust Wizard |
Specify Display Name
L Type the display name and any optional notes for this relying party.
@ Welcome
@ Select Data Source D=
Composer 5
@ Specify Display Nams
@ Choose Profile Mates:
@ Configure Certfficate :I
@ Configure URL
@ Configure |dentifiers
@ Choose |ssuance
Authorization Rules LI
@ Readyto Add Trust
@ Finish




We gebruiken het ADFS 2.0 profile:

&1 Add Relying Party Trust Wizard

Choose Profile

Clen

@ Welcome

@ Select Data Source

@ Specify Display Name
I
@ Corfigure Certficate

@ Configure URL

@ Corfigure dertfiers

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

[ — = T =7

We gebruiken geen encryptie certificate, dus klik op next:

it Add Relying Party Trust Wizard

Configure Certificate

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Choose Profile

@ Configure URL
@ Configure |dentifiers

@ Choose Issuance
Authorization Rules

@ Readyto Add Trust
@ Finish




Type nu de URL in waaronder de Composer server SSO servlet te benaderen is:

De relying trust party:

"3 Add Relying Party Trust Wizard |
Configure URL
L AD FS 2.0 supports the WS-Trust, WS-Federation and SAML 2.0 WebSS0 protocols for relying parties.
@ Welcome W5-Federation, SAML, or bath are used by the relying party, select the check baxes for them and specty
the URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.
@ Select Data Source
. ™ Enable support forthe WS-Federation Passive protacol

@ Specify Display Name

The WS-Federation Passive protocol URL supports Web-browser-based claims providers using the
@ Choose Profile W35-Federation Passive protocol.
@ Corfigure Certificate Relying party WS-Federation Passive protocol LIRL:
@ Configure URL I
® Corfigure Identifiers Example: hitps://fs contoso com/adfs.1s/
@ Choosn_a Is_suance

Authorization Rules ¥ Enable support forthe SAML 2.0 WebSSO protocal
@ Readyto Add Trust The SAML 2.0 single-sign-on {S50) service URL supports Web-browser-based claims providers using
] the SAML 2.0 Web550 protocal.

@ Finish

Relying party SAML 2.0 550 service URL:

Ihﬂps:ffwebtest.personnelview.nl:E443f’PV_‘.‘\|'ebfsJ"330|

Example: https:#/www contoso com/adfs1s/

< Previous I Next > Cancel Help

" Add Relying Party Trust Wizard |
Configure Ildentifiers
L Relying parties may be idertified by one or more unique identffier strings. Specify the idertifiers for this
@ Welcome relying party trust.
@ Select Data Source Relying party trust identifier:
@ Specify Display Nams I Add
@ Choose Profile Example: https:/As.contoso .com./adfs/services Arust
@ Corfigure Certfficate Relying party trust identifiers:
@ Corfigure URL s://webtest personnelview.nl:3443/PV_Web/ Remove
@ Configure |dentifiers
% Add Relying Party Trust Wizard x|

Choose Issuance Authorization Rules

e Issuance authorzation rules deteming whether a user is pemitted to receive claims for the relying party.
@ Welcome Choose one of the following options for the initial behavior of this refying party’s issuance authorization
rules.
@ Select Data Source
@ Speciy Display Nams & Pemnit all users to access this relying party
Ch Profil The issuance authorization rulas will be configured to permit all users to access this relying party. The
@ Lhoose & relying party service or application may stil deny the user access.
@ Configure Certfficate
¢ Deny all users access to this relying party
@ Configure URL
The issuance authorization rules will be configured to deny all users access to this relying party. You must
@ Configure |dentfiers later add issuance authorization rules to enable any users to access this relying party.
@ Choose lssuance
Authorization Rules
*You can change the issuance authorization rules for this relying party trust by selecting the relying party
@ Readyto Add Trust trust and clicking Edit Claim Rules in the Actions pane.
@ Finish

< Previous | Next > Cancel Help




Permit all users en Click op Next

Add Relying Party Trust Wizard |

Ready to Add Trust

St

® ® ® ® ® ® ® @

@ @

eps

Welcome

Select Data Source
Specify Display Name
Choose Profile
Corfigure Certificate
Configure URL
Configure |dentifiers

Choose lssuance
Authorization Rules

Ready to Add Trust
Finish

The relying party trust has been corfigured. Review the following settings, and then click Next to add the
relying party trust to the AD FS corfiguration database.

Monitoring | Ident'rﬁ&rsl Encryption I ﬁgnatural Accapted Claimsl Organization I Endpoirrtsl NA I L4
Specify the monitoring settings for this relying party trust.

Relying party's federation metadata URL:

I=| Moritor: refying party;

r Automatically update relying party
This relying party’s federation metadata data was last checked on:
< never >

Thig relying party was last updated from federation metadata on:
< never >

< Previous I Next > Cancel Help
=1o0/x|
i Ble Acton Vew Window Help ‘_I- 51
le=| sl
[ ADFS2.0 Actions
B [ Service _ .
] Endooints Relying Party Trusts
] Certificates Add Relying Party Trust...
] Claim Descriptions
B [ Trust Relationships View 4
[ Claims Provider Trusts New Window from Here
| Relying Party Trusts
(7] Attribute Stores |G Refresh
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Composer 5 Test a

Update from Federation Metadata...
Edit Claim Rules...
Disable
Properties
K Delete
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Wijzig nu (double click op party trust) de net aangemaakte trust party naar SHA-1 hashing
(Composer SSO library ondersteunt alleen SHA-1):

Composer 5 Test Properties x|

Monitoring I Identifiers | Encr)’ptio_n | Signature |
Accepted Clsims | Organization | Endpoints | Motes — Advanced

Specify the secure hash algorithm to use for this relying party trust.

Secure hash algorithm: h

QK I Cancel Apply Help

Controlleer of je een POST endpoint hebt:

Composer 5 Test Properties x|

Monitoring I Identifiers | Encryption | _Signature I
Accepted Claims | Organization Endpoirits | Motes | Advanced

Specify the endpoints to use for SAML and WS-FederationPazsive
protocols.

LJRL | ndee | Binding | Defaut [ F
SAML Assertion Consumer Endpoints

https://webtest personnelvie... 1 POST es

< | i

Add... | Bemove | Edit.... | Set Default |

0K | Cancad | zer | Hep |




en of de relying party identifiers goed staan:

Composer 5 Test Properties

x|

. Accepted Claims I Crganization I Endpoints I MNotes | Advanced I
Manitoring Identifiers | Encryption | Signature

Specify the display name and identifiers for this relying party trust.

Digplay name:

IComposer 5 Test

Rehying party identffier:

Bxample: hitps://fs.contoso .com/adfsservices Arust
Relving party identifiers:

https://webtest personnelview nl:8443/PV_Web./s/s50 Remove |

0K I Cancel Al

Help




Voeg het certificate (met portecle zelf aangemaakt en gexporteerd certificate) van de Composer
server (in de composer5_keystore.jks) toe door de .pem file in te lezen in het 'signature tab' van
ADFSv2.

De key wordt door Composer gebruikt om alle requests naar de IDP te signen. Met het certificate
behorende bij deze key kan de ADFS server controlleren of de requests wel bij Composer vandaan
komen.

x
Accepted Claims | Crganization I Endpoints I MNotes I Advanced |
Maonitoring I Identifiers | Encryption Signature

Specify the signature verfication cenificates for requests from this relying

party.

Subject | lssuer

| Effective Date

| Expiratic

EICN=pipa, OL... CMN=pipo, Oll=pi...

2362010 5:02:27  23-6-200

| Bemove... |

Cancel |

Al

| Hep |

Select a Request Signature Verification Certificate |
———— -
‘l\_) \_) ﬁ » Computer - Local Disk (C:) - = ml ISear-:h @J

Organize v {52 Views v | Mew Folder @
Favorite Links Name = |v| Date modified |v| Type |-| Size |-| Tac
J inetpub 18-6-2010 13:18 File Folder
Bl Desktop | Perflogs 19-1-2008 11:40  File Folder
18 Computer | Program Files 18-6-2010 13:17  File Folder
[F| pocuments | Users 18-3-2010 1:49 File Folder
EE Pictures J Windows 18-6-2010 13:18 File Folder
EB' Music EER 18-6-2010 15:30 XML Document 4KB
[ adfscerticate. cer 24-6-2010 12243 Security Certificate 2KB
[ Recently Changed | |sooTsECT.BAK 18-3-2010 2:44  BAKFile BKB
i8]
Searches [Hnietdus.pf 18-5-2010 12:55  Personal Inform... 2KB

| Public

Folders

icomposer 5.cer

[l test3_nietdus_nl.crt

E

23-6-2010 13:39

Security Certificate

18-6-2010 0:00 Security Certificate 2KB
[Sltest4 nietdus_nl.ot  18-5-2010 0:00 Security Certificate 2KB
| 7| testanietdus. csr 18-6-2010 12:43 CSR File 2KE
[l test_nietdus_nl.crt 12-5-2010 0:00 Security Certificate 2KEB
< i
File name: Icomposerﬁ.cer j I.NI Files () j
Cpen Cancel |




Exporteer nu het signing certificate van de ADFSv2 server om in te lezen in Composer. Dit
certificate gebruikt de ADFS server om alle antwoorden op de requests van de Composer SP
(service provider) te signen. Met het certificate kan Composer controlleren of het antwoord wel echt
van de goede IDP vandaan komt en of het geldig en ongewijzigd is.

<oy
7 Ele Acton Vew Window Help ‘;Iilzﬂ

&= 5= A=

B [ Service »
| Endpoints Subject lssuer Effective Date | Expirlion Date | Primay | Certificates -
| Certificates Service communications ‘Add Token-Signing Certificate. .,
_ 5 dlaim Desariptions [EICN=testd nietdus i, OU=Free SSL, OU=Domain Con... CN=FssertialS5L 1862010 1752010 Add Token-Decrypting Certificate. ..
= ] Trust Relationships
| Claims Provider Trusts Token-decrypting Set Service Communications Certificat...
 Relying Party Trusts Ve ,
= Attibute Stores B8 CN-ADFS Encryption -testd rietdus nl CN=ADFS Encrypti... 18-6-2010 18.6-2011
Mew Window from Here
Token signing
|G Refresh
EEICN=ADFS Signing -testd nietdus.nl CN=ADFS Signing .. 1862010 1862011 Primar o
CN=ADFS Encryption - test4.nictdus.nl  «
View Certificate...
Set as Primary
Help
4] |

x

General Details |Cerﬁﬁtzt'on Path I

Show:
Field | Value -
Bh‘ersion V3
EISerial number 21be a2 7c 1240 6180 4e 73...
BSignamre algorithm sha256R3A
Blssuer ADFS Encryption - test4.nietd. ..
Elh'alid from vrijdag 18 juni 2010 13:18:37
El\.l'alid to zaterdag 13 juni 2011 13:18:37
[=] subject ADFS Encryption - test4.nietd, .
[ Public key RSA (2048 Bits) i

Edit Froperties, .. | Copy to File... |

Learn more about certificate details

[ ox |




Copy to file:

Certificate Export Wizard

Certificate Export Wizard

Copieer dit certificate naar de Composer server en lees het in de composer5_keystore.jks met de
portecle tool!



Configureer nu de claim definitie welke terug geven moet worden op een identity request;

i Edit Claim Rules for Composer 5 Test I [ o

lssuance Transform Rules | lssuance Authorization Rules I Delegation Authorization Rules I

The following transform rules specify the claims that will be sert to the relying party.

Issued Claims

[« [

addRuk.. | EdtRue.. | RemoveRus.. |
ok | cemes | oo Help
. ' '

Click op 'Add Rule
" Add Transform Claim Rule Wizard x|
Select Rule Template
Steps X - -

Select the template for the claim rule that you want to create from the following list. The description

@ Choose Rule Type provides details about each claim rule template.
@ Corfigure Claim Rule Claim rule template:

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
muttiple claims fram a single rule using this rule type. For example, you can use this rule template to
create a rule that will extract attribute values for authenticated users from the displayMame and
telephoneMumber Active Directory attributes and then send those values as two different outgoing
claims. This rule may also be used to send all of the user's group memberships. I you want to only send
individual group memberships, use the Send Group Membership as a Claim rule template.

Tell me more about this nile template. .

< Brevious I Next > Cancel Help

Kies voor 'Send LDAP Attributes as Claims' en dan Next>



Configureer nu een twee claim attributen met Active Directory as attribute store. Deze definitie
stuurt het windows inlog account en alle rol namen vanuit het AD door in de claim. Een claim is
een soort bewijs welke door het ADFSv2 (in de rol als identity provider) wordt uitgegeven dat de
gebruiker is wie hij zegt dat hij is. Deze claim wordt ge-signed met het eerder geconfigureerde
certificate. Alle attributen binnen een claim kun je configureren. Composer heeft slechts twee
SAML attributen nodig; NamelD en Role. Het attribuut NamelID moet een geldig username binnen
Composer bevatten en de rollen lijst moet een rol met de naam 'composer' bevatten.

Edit Rule - NameID |

“You can configure this rule to send the values of LDAP attrbutes as claims. Select an attribute store from
which to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be
issued from the rule.

Claim rule name:

Mame D

Rule template: Send LDAP Attributes as Claims

Adtribute store:
Iﬂ.cti\re Directory j
Mapping of LDAP attributes to outgoing claim types:
LDAP Attribute Outgoing Claim Type
3 ~ || riame 1D =]
o Token-Groups - Ungualfied Names ﬂ Fole j
x B -

View Rule Language... | oK I Cancel Help




De endpoint naam van de ADFS server kun je als volgt veranderen als dat nodig is. Dit is de url
waarop de adfsv2 server van buiten af benaderbaar is en welke ook door de adfsv2 server
gecontrolleerd wordt (staat in de initiele AuthRequest van Composer);

Rechtermuis toets op "ADFS V2" en dan 'Edit Federation Service Properties'

o
G Ele Acton View Window Help [T |
o =\l |
1 L service P o0 R
| Trust Relationships .
Qverview Add Relyng Party Trust
AD FS 2.0 provides single-sign-n (S80) access for clisnt computers Add Claims Provider Trust...
Add Atirbute Store...
PN Edit Federation Service Properties.
& -
@ Learn About: Edit Pubished Ciams
Confiquring Claims Provider or Relving Party Trusts Revoke Al Proxies
Adding Federation Servers to a Farm and Setfing Up Load-Balancing Provide Feedback
. »
o N F _ P _ View
New Window from Here
Troubleshooting AD FS 2.0
&) Refresh
Help
Federation Service Properties X|

General |Drganizatiun | Events |

Federation Service display name:

esth nietdus.nl

Example: Fabrikam Federation Service

Federation Service name:
|test5.nietdu5.nl

Example: fs fabrikam.com

Federation Service identifier:
|ht'tp:Mestﬁ.nietdus.nlfadfsfsenrices;‘ln.lst

Example: http:/A= fabrikam com/adfs/servicesAnst

Web 550 lifetime: |45[|. 5: minutes

oK I Cancel Apply Help




Self Sign Certificate aanmaken binnen Composer

Aanmaken van een self signed certificate en exporten van sign key/certificate voor de SAML2
requests van Composer 5. Gebruik hiervoor de tool portecle-1.5 :

e Chapache-tomcat-6.0.28\zecurity\composerd_keystore.jks - Portecle
P Ty p ystore.)

File Tools amine Help
©20R0ER0
V(@[ aiias Name | Last Modified
idp_testd nietdus.nl 9-aug-2010 10:33:00 CEST
% sp_sign_cert 9-aug-2010 10:32:49 CEST

Kies voor 1024 RSA:

Generate Key Pair |t |

Key Algorithm: () DSA @ RSA

Key Size: | 1024

Ok Cancel

Vul gegevens van het certificate in en Click OK:

Generate Certificate |

Signature Algorithm: |SHA1withRSA |v‘

Validity (days). [365

Commaon Mame (CMN): |Jaap Konijn

Qrganisation Unit (OU): |Jaap Konijn

Locality Mame (L) |Jaap Konijn

|
|
Organisation Name (0} |Jaap Konijn |
|
|

State Name (ST): |Jaap Konijn|

Country (C): [ML |
Email (E): | |

Email address
| 0K | Cancel




Geef dit key pair de naam 'sp_sign_cert'

Key Pair Entry Alias |t S

Enter Alias: sp_sign_cerﬂ |

QK Cancel

Klik nu rechtermuis toets en kies voor export en stel export in op 'Head Certificate' en 'PEM
Encoded":

(@,‘ﬁ' Capache-tomcat-6.0.28\security\composer3_keystore,jks - Portecle

File Tools Examine Help

RNERRIEITEEIEE

‘|| Alias Name | Last Modified

idp_testd nietdus.nl 9-3ug-2010 10:33:00 CEST
%’ sp_sign_cert 9-aug-2010 10:32:49 CEST

Export Keystore Entry "sp_sig... ﬂ

Export Type

{® Head Certificate

1 Certificate Chain

() Private Key and Certificates
Export Format

{_ DER Encoded

® |PEM Encoded

) PKCS #7

() PkiPath

(O PKCS #12

En geef de file de naam composer5.cer:

'Jgﬁ' Export certificate g
Look In: ‘ﬁ security |" E

T portecle-1.5

composers.cer
test5_nietdus_nl.crt
wildcard.personnview.nl. pem

File Mame: |composer5.cer |

Files of Type: |)(.509 Certificate Files (*.cer*.crt*.cert* pem) |V|

| Export || Cancel |

Je moet dit certificate bewaren en copieren naar de ADFSv2 server om hem daar tijdens de
configuratie van de trust party in te lezen.



Inlezen ADFSv2 certificate binnen Composer

De certificaten van Composer staan in een keystore met de filenaam apache-tomcat-
*/security/composerS_keystore.jks . Dit is het certificate wat ADFSv2 gebruikt om het antwoord te
signen, en wat Composer 5 moet controlleren. Gebruik hiervoor de tool portecle-1.5 :

g'if Chapache-tomeat-6.0.28\security\composerd_keystore.jks* - Portecle

| [S] f

File

Iools| Examine Help

&Q Generate Key Pair Cl-G
&l Import Trusted Certificate . Cl-T

e

| Last Mogified

&8 import Key Pair Ctel-+

28-5ep-2010 16:15:22 CEST

@ getKeystore Password Cl-P 9-3ug-2010 10:32:49 CEST

B Change Keystore Type »
Keystore Report CHl-R

= Options..

Impor

t a trusted certificate into the loaded keystore

Kies de composer5.cer file welke je tijdens het configureren van de ADFSv2 server hebt

aangemaakt:

g']f Import Trusted Certificate

[=X=)

LookIn ||j security

oo
- =)=/ ElE]

[ portecle-1.5
adfscerticate.cer

{=] composers.cer

test5_nietdus_nl.crt
wildcard.personnview.nl.pem

File Name:  [composers.cer

Files of Type: |X 509 Cerfificate Files (*.cer,*.crt;*.cert;*. pem)

|v|

Je kunt 1 of meer meldingen krijgen over dat de trust party niet valt te controlleren. Dit hoort:

L x

Import Trusted Certificate

IE‘ Do you want to accept the certificate as trusted?

Geef het certificate de naam van het domein van de ADFSv2 server bv.:

en Klik op OK

(i |

Trusted Certificate Entry Alias

Enter Alias: |idp_test--1-.nietdus.n|| |
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