Picketlink with Microsoft ADFSv2

We use the Portecle tool to create the key store file.

Download the Portecle tool using the link (https://sourceforge.net/projects/portecle) and
extract the down load file and use it.

Click the file to open Portecle tool

<Portecle_Tool_Extract_Folder>/ portecle.jar

In the Portcele tool we do the following

Create a certificate for the JBOSS container
Export the ADFS Token signing certificate
Import ADFS Token signing certificate into a key store file

Export the keystore certificate file and then import it into the certificate store used
by ADFS

List of the content sections

Secure or Claims aware Web Application and picket link with the configuration files

In ADFS relying party configuration, under the signature tab add this certificate (i.e. the
certificate with which the Java application was signed)

Web application Screen shots.

Add relying party in ADFS 2.0.

Reference web site links.



Create a certificate for the JBOSS container

1. Select the new key store option from File Menu section to create the key store.

£ 7 [Untitled] - Portecle

File | Tools Examing  Help

|

M=l ES

Last Modified

B Save Keystore As..

(3 Mew Keystore... Crl-
= Dpen Keystare File. . Ctil-0
& Open CA Certs Keystore  Chil-y
Save Keystare Ctrl-&

£ 1 Composers_keystore jks
& 2 composers_keystore jks
& 3 Jboss jks

T 4 Composers_keystore jks

@ Exit

Create a new keystare




2. Select the JKS option and click the “OK” button.

k7 [Untitled] - Portecle [=] 5
File Tools Examine Help
B n &
HEIEICEIEIREIEIENE)
@)/ alias Mame | Last modified
Selectthe type of the new Keystore:
) KS
I PKCS#12
i) JCEKS
) JKE (case sensitive)
) BKS
) UBER
) GKR
GMHU Keyring Keyst
| o || Cancel | | eyring Keys are|
|Kevstnre type: JKS, provider: SUN, size: 0 entries
3. Select the Generate key pair from “Tools” Menu section.
£ [Untitled] - Portecle M=l E3

File Inols|§xamine Help

|8]e]

Last Maodified

I&ﬂ A% Generate Key Pair... Ctil-G
El |mport Trusted Certificate. . Ctil-T
Q Import Key Pair... Ctrl-k
2 getKeystore Password.. CtilP
@ Change Keystore Type »
Keystare Report CHil-R

8= Options...

Generate a key pairwith sel-signed cedificate in the loaded keystare




4. While generating the key value pair select the Key algorithm as RSA and Key size as 1024
and then click the “OK” button.

£ 1 [Untitled] - Portecle _ Ol
File Tools Examine Help

BEIEEEEIRFIEIEEY

m@| alias Mame | Lastmodified

Key Algorithm: ) DSA @ RSA

Key Size: |1024| |v|

| Qs || Cancel |

|Keyst0re type: JKS, provider: SUN, size: 0 entries

5. While creating the key value pair the Common name fully qualified domain name for
example sys09.jboss.com and enter all the key values to click the “OK” button.

L1 [Untitled] - Portecle =]

File Tools Examine Help
w/ae]

BEIEICIEICIEE]
I Alias Name Generate Certificate
Signature Algarithm: |SHA1WithRSA |v|
Walidity (days): |365
Comman Mame {GR): _

Qrganisation Unit (0L |.Jbuss

Organisation Marme (0); |ch|55

Locality Marme (L) |[Jboss

State Mame {3T): |Jboss|

Country (C): |US |

Email (E): | |

| DK H Cancel ‘

|Keystnre type: JIKS, pravider: SUN, size: 0 entries




6. Give the key store alias name as sys09.jboss.com and to click the “OK” button.

£ 7 [Untitled] - Portecle =] B3
File Tools Examine Help

BEIECEICIF RN

M| Alias Name Last Modified

Enter o S |

|Keysture type: JKS, provider: SUR, size: 0 entries

7. Give the key pair entry password (this needs to be used on the picketlink-idfed.xml for the
attribute “SigningKeyPass”) and then click the “OK” button.

£ 7 [Untitled] - Portecle 9 [=] B3

File Tools Examine Help

BEECIEINICFIEIEE

@] Alias Name | Last masified
Enter Mew Passwird: [ss0ssnnns |
Confirm Mew Fassword: |"uuu-| |

|Keystore type: JKS, pravider: SUM, size: 0 entries




8. Generate the key value pair alias name as sys09.jboss.com and to click the “OK” button.

L 7 [Untitled] - Portecle O] x|

File Tools Examine Help

BEECOEERNRERa
)| Alias Mame | Lastmodified
% ., Fel 1, 2012 4:59:23 AM PST

® kew Pair Generation Successiul.

|Keystare type: JKS, provider: SUN, size: 1 entry

9. Select the Save key store option from File Menu section to save the key store file.

kT [Untitled] - Portecle _ O

Eile| Tools Examine Help

% Mew Keystare.., Ctrl-H ]||

= Open keystore File... Ctrl-0
& Open CA Certs kKeystore  Ctrl-v

| Last modified
Feb 1, 2012 4:48:25 AM PST

Save Keystare Ctil-5
® Save Keystore As...

3 1 composerd_keystare jks
B 2 composerd_keystare jks
3 3 Jhossjks

3 4 composerd_keystare jks

& Exit

Sawe the loaded keystore to disk




10. Give the key store password it can be used the picketlink-idfed.xml name “KeyStorePass”
and to click the “OK” button.

£ | [Untitled] - Portecle = [=] B

File Tools Examine Help

BB OEICRNEINE

| Alias Mame [ Last modified

% ilinksys09. dewwib.com Feb 1, 2012 4:459:23 AM PST
Set Keystore Password
Enter Mew Password: |"""-" |
Confinm Mew Fassward: |uuu-u| |

o] e |

|Kevst0re type: JKS, provider: SUN, size: 1 entry

11. To click the “Save” button to save the keystore with genereated key value pairs.

k7 [Untitled] - Portecle =] B

File Tools Examine Help
SEYE)

ERCICICIENAr
GRS fsovexeporens G/

% jho
swe i [ BlEEEER

[ hindingserice beans
[ bootstrap

T aldjks

[ props

] xmidesc

B Jbossjks

File Mame: |.Jhuss.jks |

Files of Type: |Java Keystare Files (7 jks:cacerts) |v|

Save || Cancel |

|Kevstnre type: JKS, provider: SN, size: 1 entry




Configure the keystore on jboss server

Moved the newly created jboss.jks keystore file moved to <Jboss_Home>/server/default/conf

Configure the jboss.jks key store file in the config file mentioned below

File Location : <Jboss_Home>/ server/default/deploy/jbossweb.sar/server.xml

<Connector protocol="HTTP/1.1" SSLEnabled="true” port="8443"
address="${jboss.bind.address}"

scheme="https" secure="true" clientAuth="false"
keystoreFile="${jboss.server.home.dir}/conf/jboss.jks" keystorePass="jbosspass"

sslProtocol = "TLS" />

This completes securing the JBOSS container

Export the ADFS Token signing certificate

|
®anFs 20 |- [0]x]
% Fle Action View Window Help -8
L Nl sl
~ ADFs20 Certificates | Actions
= [ Sarvice iy
= Endnoirts Subiec_t _ |ssugr Effective Date | Expiration Date | Primary Cerlificates -
"~ Certificates Service communications Add Taken-Signing Certificate. ..
, 15 Cim Descriptions E S 07 1203 A Token Dearypting Certficate...
(= [ Trust Relationships
~ Clairns Provider Trusts Token-decrypting et Service Communications Certifi..,
. Relying Party Trusts igw 4
~ Bttribute Stores _ T /372012 1/22m3 Primary

Token-signing

Primary

Mew Window from Here

[0 Refresh

ﬂ Help

Wiew Certificate. .,

Set as Primary

ﬂ Help




1. Right click the ADFS Token signing certificate and go to Details tab section.

Certificate |

"General  Details |Certificatiu:un Path I

Shiot: |q:.ﬁ.ll> j
Field | Yalue | -
: Wersion V3
: Serial nurnber 12 9d 858 c3 35 8b d1 b& 4e d9...
: Signature algorithm shazSerR54a
: Signature hash algorithm shazsa
[ isuer S
: Walid From Tuesday, January 03, 2012 &:... s
: Walid ko Wednesday, January 0Z, 201...
| |subject W

Edit Bropethies, .. |

Learn more about certificate dekails

04 |

2. To click the “Copy to File” button to export the ADFS Token signing certificate.

Certificate Export Wizard

Welcome to the Certificate Export

Wizard
S This wizard helps you copy certificates, certificate krust
\,‘r- _____ @_, lists and certificate revocation lists from a certificate

2 ___1’,‘4 stare ko your disk,
A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used ko protect daka or ko eskablish secure netwark
connections, & certificate stare is the system area where
certificates are kept.

To continue, dlick Next,

= Back Cancel




3. Select the Base-64 format option to export the certificate.

Certificate Export Wizard E3 I

Export File Format
Certificates can be exported in a wariety of file Formats.

Select the Format wou want to use:

" DER encoded binary %.509 {,CER)

{* Base-64 encoded ¥,509 (,CER Y

" Cryptographic Message Syntax Standard - PKCS #7 Certificates  P7E)

I | Include all certificates in the certification path if possible

" Personal Imformation Exchiange - FKCS #£12 (. FE2)

I Include all certificates in the certification path if possible
[™ | Delete the private keyif the export is successful
I~ | Export all extended propetties

" Microsaoft Serialized Certificate Store (LS5T)

Learn more about certificate file Formats

= Back I Mext = I Cancel

4. Save the certificate file name as sys09.jboss.com.cer.

Organize =  Mew folder oS 4 ﬂ
Y N o
e Favorites 21 Mame | Date modified Tvpe |
B Desktop | metadata 1/20/2012 7:01 AM File Folder
# Dowinloads | ADUsers 1/26/2012 6:24 &M Fill Folder
=i R kPl
a RECEm Flares | Empépp 1/20/20127:02 &M Fille Folder
=g Litraries | Employeesample 1/20/2012 6:55 AM File Folder
3 Documents | WebPortal 1/20/2012 6:51 AM File Folder
J'-' Music
= Pictures
B videnos
1M Computer
b 3
-y Local Disk (2:)
=
= Mew Molume (2 ;I 1 I I LI
File name: | =l
Save as type: IBase&4 Encoded ¥.509 (*.cer) j

“  Hide Foldersl Sawve I Cancel |
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5. Export the ADFS Token signing certificate successfully from the ADFS section (ADFS2.0 ->
Service ->Certificates)

ssweb.g ¥ an

G‘Ov"@ﬁ\e Action  Yiew  Window  Help
Certificate

&= 2= @

Organize

[ AD
o Favorite | & ]
B Deskic
i Dowrl

E_I Recen| o [

4 Lbraries
@ Dacur
J\ Music
&= Picture
E Wideos

;-; Compute
‘Lf Local [
o NewV

?! Metwark

F32.0

Service

[ Endpaints

] Certificates

[ Claim Descriptions
Trust Relationships

[ Claims Provider Trusts
1] Relving Party Trusts
[ Atbribute Skores

General Detals |Certificati0n path |

te Export Wizard

Eov: Completing the Certificate Export
‘ Wizard
Toke ‘ X
Ew- ‘ i YYou have successfully completed the Certificate Export
} wizard,
Toke ‘ w You have spedfied the Following settings:
[E= [ File: Mame CJavi
‘ Export Keys Ho
Include all certificates in the certification path Ma
I File Format Basefi4

Export Wizard

Cel

The export was successful,

< Back | Finish | Cancel

Primary

Primary

o [a] 3
oL

| Actions
Certificates -

Add Token-Signing Certificate. ..

Add Token-Decrypting Certificate. ..

Set Service Communications Certfi,.,
Wiew 3
Mew ‘Window from Here

0] Refresh

ﬂ Help

Wiew Certificate. .

Set as Primary

H tep

[7start

e T
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Import ADFS Token signing certificate into a key store file

Follow steps from 1 thru 11 in the section (Create a certificate for the JBOSS container)
create a certificate for the JBOSS container to create another key store file with the name
composer5_keystore.jks.

1. Given below are steps to generate key value

£ 7 [Untitled] - Portecle =13
File Tools Examine Help
BEE OO EIENE

. |sHATwithREA :
Walidity (days). 365

Organisation Unit (0L |.Jboss

Signature Algarithm

Common Hame {Ch)

Qrganisation Mame (05 |.Jboss

Locality Mame (L) |.Jboss

State Mame (ST): |.Jboss

Country (C (US

Email (E): | |

|Keyst0re type: JKS, provider: SUN, size: 0 entries

2. Save the key store file with the name composer5_keystore.jks

[
LT [Untitled] - Portecle H[=1E3

File Tools Examine Help
EBEEICEINREICIET

ias Marne ast Modifie
Alias M Last Maodified
% ilinksy=s09 devwib.cam Feb 1, 2012 5:26:53 AWM PST

k'l save Keystore As E

Save In: ||j WorkSpace |V| E

3 .metadata

3 ADUsers

1 ErnpApp

3 EmployeeSample
3 WebPortal

@ composers_kevstore jks

@ jhoss jks

File Mame: |composer5_keystore.jks |

Files of Type: |Java Keystore Files (* jks;cacerts) |V|

Save || Cancel |

IKeystc..c ) e o L o i 1




3. Import the ADFS token signing certificate sys09.jboss.com.cer on the key store file
composer_keystore5.jks. This needs to be used on the web application configuration file
picketlink-idfex.xml under the tag xeyrrovider

E 7 ChJavaSecurity'\ WorkSpace'\.composer5_keystore.jks - Portecle

Eile Iools|§xamine Help

[ 3% Generate Key Pair_.. Ctrl-& :||

El Import Trusted Certificate.. Ctrl-T :
&g Import Key Pair... Ctrl- I Last Modified

Feb 1, 2012 5:26:53 Al PET
$? Set Keystore Password... Ciil-FP
@ Change Keystore Type ]
Eeystore Repart Ctrl-R

Bz Options...

|Imp0r‘[ a trusted cerificate inta the loaded keystore

b |-IZ:"-.,JavaSel:urity"-.,W'orkSpal:e"-.,l:ompuserS_keystore.iks - Portecle

File Tonols Examine Help

BRI CROERE

@ e
- Loak In: ‘leDrkSpace “'| E

3 .metadata

] ADUsers

[ EmpApp

] EmployeeSample
= YwebPartal

File Mame: S — |

Files of Type: |><.5EIQ Certificate Files (*.cer*.cri*.cert® pem) |V|

Impart H Cancel |

|Keyst0re type: JKS, provider: SURM, size: 1 entry
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4. Click the “yes “button to import trusted ADFS Token signing certificate with key store
(composer5_keystore.jks.)

£ TE:"-.,JavaSecurity"-.,WDrkSpace"-.,composerS_keystore.iks - Portecle

File Tools Examine Help

EBERCECRNERED
| [®] aias Mame Last Modified
= Feb 1, 2012 5:26:53 AM PST

Iz‘ Do youwant to accept the cedificate as trusted?

|Keyst0re type: JKS, provider: SUN, size: 1 entry

5. After importing the ADFS Token signing certificate into the composer5_keystore.jks file give
the certificate alias name as adfs_token_sign.

A TE:"I.,Ja\raSecurity"n.,Wl:lrkSpal:e"-.,l:umposer.‘i_keysture.jks - Portecle

File Tools Examine Help

EEINCIEEIEETETEYED

| Alias Name | Last Modified

% T Feb1,2012 5:26:53 AM PST
Trusted Certificate Entry Alias

Enter Alias: |adfs_tnken_sign |

| QK H Cancel ‘

|Kevstnre type: JKS, provider: SUR, size: 1 entry
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Export the key store certificate file and then import it into the certificate store
used by ADFS

1. Select the generated key value pair name as sys09.jboss.com and right click and choose
the export option and select the PEM Encoded options to.

| € JavaSecurity WorkSpace',composer5_keystore.jks* - Portecle
|

File Toolz Examine Help
BEECEICENEING
I Alias Narme Export Keystore Entry ‘ilinksys... [E3 Modified

adfs_taken_sign Bmai @ L2012 54211 AMPST

% . , 2012 5:26:53 AM PST
® Head Certificate

) Certificate Chain
) Private Key and Cerificates

Expoart Format
) DER Encoded
® PEM Encoded
) PKCS #7

) PkiPath

O PKCS #12

|Keyst0re type: JKS, provider: SUN, size: 2 entries

2. Create the certificate name as composer5.cer.

& TE:"-.,JavaSecurity"-.,WurkSpace"-.,cnmpnserS_keystnre.iks"’ - Portecle
File Tools Examine Help
EIEIEEIEEIEIETETEYED
| |m] miias Mame [ Last modified
adfs_token_sign Feh 1, 2012 54211 AM PET
% A T Feh 1, 2012 5:26:53 AWM PET
k| Export certificate E
Look In: ||j VWorkSpace |V| E
] .metadata
CJ ADUsers
[ Empanp
[ EmployeeSample
] YiebPortal
File Marne: |cnmpuser5.cer |
Files of Type: |>{.SDQ Cetificate Files (*.cer® ot cert™ pern) |v‘
IKevstur

| Export H Cancel ‘-
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Create the ADFS relying party name as Java-Picketlink.

WD FS 2.0 =] B3
N7 Fle  Action  Yiew  Window Help

ISETES]
Lt 2 healfeal 7 N
] ADFS52.0 Relying Party Trusts | Actions
G Se_rvlce Relying Party Trusts -
_| Endpaints
_ Certificates Add Relying Party Trust,.,
| Claim Descriptions
S Wi 3
= [ Trust Relationshins b
| Claims Prawider Trusts Mew Window From Here
| Relying Party Trusts =R
| Attribute Stores 1Qy Refres
E Help

Update from Federation Metadata...
Edit Claim Rules. ..
Disable

Properties

K Delets
E Help

4. Add the composerb.cer certificate file on ADFS relying party name as Java —Picketlink

Java-Picketlink Properties

Accepted Claimz I Organizatian I E ndpoints I Maotes | Adwvanced |

I anitaring I Identifiers I Encryption Signature

Specify the zignature wverfication cerificates far requests from this relying
party.

Subject | lzzuer | Effective Date | Ewpiratic
CN-—‘- CN-E. (/252012525 1425420

Add.. | LTI | Eemave... |

0K I Cancel | Lppl |

Help
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Secure or Claims aware Web Application and picket link with the configuration
files

See the Picketlink documentation on how to configure your web.xml, jposs-web.xml and
picketlink-handler.xml, picketlink-idfex.xml, picketlink-sp-jboss-beans.xml and
context.xml.

In the web application we have created the servlet name as Test and in the web.xml
mentioned role name as Enterprise Admins is a group name only that group member
can access the serlvet method.

Web.xml

<?xml version="1.0" encoding="IS0-8859-1"?>
<web-app xmlns:xsi="http://www.w3.0rqg/2001/XMLSchema-instance"
xmlns="http://java.sun.com/xml/ns/javaee”
xmlns:web="http://java.sun.com/xml/ns/javaee/web-app 2 5.xsd"
xsi:schemalocation="http://java.sun.com/xml/ns/javaee
http://java.sun.com/xml/ns/javaee/web-app 2 5.xsd"
version="2.5">
<display-name>PicketLink Application</display-name>
<description>
Just a Test SP
</description>
<security-constraint>
<web-resource-collection>
<web-resource-name>PicketLink Application</web-resource-name>
<url-pattern>/Test</url-pattern>
<http-method>POST</http-method>
<http-method>GET</http-method>
</web-resource-collection>
<auth-constraint>
<role-name>Enterprise Admins</role-name>
</auth-constraint>
</security-constraint>
<security-role>
<description>
</description>
<role-name>Enterprise Admins</role-name>
</security-role>
<welcome-file-list>
<welcome-file>index.html</welcome-file>
</welcome-file-1list>
<servlet>
<description></description>
<display-name>Test</display-name>
<servlet-name>Test</servlet-name>
<servlet-class>com.sample.Test</servlet-class>
</servlet>
<servlet-mapping>
<servlet-name>Test</servlet-name>
<url-pattern>/Test</url-pattern>
</servlet-mapping>

</web-app>
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Jboss-web.xml

<?xml version="1.0" encoding="UTF-8"?>
<jboss-web>

<security-domain>sp</security-domain>
</jboss-web>

Context.xml

<Context>

<Valve
className="org.picketlink.identity.federation.bindings.tomcat.sp.SPPostFormAut
henticator" />
</Context>

picketlink-sp-jboss-beans.xml
<deployment xmlns="urn:jboss:bean-deployer:2.0">

<application-policy xmlns="urn:jboss:security-beans:1.0" name="sp'">
<authentication>
<login-module code =
"org.picketlink.identity.federation.bindings. jboss.auth.SAML2LoginModule"
flag = "required" />
</authentication>
</application-policy>

</deployment>
picketlink-handlers.xml

<Handlers xmlns="urn:picketlink:identity-federation:handler:config:1.0">
<Handler
class="org.picketlink.identity.federation.web.handlers.saml2.SAML2LogOut
Handler" />
<Handler
class="org.picketlink.identity.federation.web.handlers.saml2.SAML2Issuer
TrustHandler" />
<Handler
class="org.picketlink.identity.federation.web.handlers.saml2.SAML2Authen
ticationHandler'">
</Handler>
</Handlers>

18



picketlink-idfed.xml

<PicketLinkSP xmlns="urn:picketlink:identity-federation:config:1.0"
ServerEnvironment="tomcat'>

<IdentityURL>https://sys09.jboss.com/adfs/1s/</IdentityURL>

<ServiceURL>https://localhost:8443/EmpApp/Test</ServiceURL>
<!-- Only trust IDP SAML Responses from the following IDP domains -->
<Trust>
<Domains>localhost</Domains>
</Trust>
<KeyProvider

ClassName="org.picketlink.identity.federation.core.impl.KeyStoreKeyManag

er'™

<!-- Path to keystore of certificates -->

<Auth Key="KeyStoreURL"
Value="C:\JavaSecurity\composer5 keystore.jks" />

<Auth Key="KeyStorePass" Value="jbosspass" />

<!-- Which certificate in the keystore do we use ourself for
signing the

SAML AuthnRequest to the IDP? —-->

<Auth Key="SigningKeyAlias" Value="sys09.jboss.com" />
<Auth Key="SigningKeyPass" Value="jbosspass'" />
<!-- Every SAML Response from the IDP is/mustbe signed and the
signing
must be checked to makeu use the IDP can be trusted
Key=Domain name for which
this certificate can be used to check the signing

Value=Aliasname in keystore -->
<ValidatingAlias Key="sys09.jboss.com" Value="adfs token sign" />
</KeyProvider>
</PicketLinkSP>
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Web application Screen shots

Web application access on the web browser.

File Edit Wiew

*% Insert title here - Minefield [_ (O] x|
History Bookmarks Tools Help

Lt T i

- C'] [‘.lv Google ):’] f

J <, Insett title here

- L'.W https:{flocalhost:a443/Empapp)
A —

Sample Application

subrmit

I T
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Click submit button it will redirect to ADFS login with the SAML request token which is
created by Picketlink and give user credentials when prompted

“-HTTP Post Binding {Request) - Minefield

File Edit View History Bookmarks Toaols Help
. om

] < HTTP Past Binding (Request) + =
{ 2 | https:flocalho st:8443(EmpApp Test = T 2l &
€ > ([ RS heps:ifocalnost:aeasjEmp Anp Tes IC B ]

Authentication Required

Qj Enter username and password For https /g 0O 1

User Mame: I |

Password: I

|

B

¥ HTTP Post Binding (Request) - Minefield

Eile Edit Wiew History Bookmarks Tools  Help

]. <, HTTP Post Binding (Request) [+ -
(- 3> mhttps:H\ocalhost:B443IEmpAppﬂTest w - ':‘.l' Google Pl
&2 CIE ) E3

Authentication Required [ <]

e)' Enter username and password for https: /) EEG_— o

User Name: I\:Isvwm\admmlstratur

Password: I eeesneee

Cancel

21



After successfully logon we are redirected to the screen below

% Minefield =1 E3
File Edit %iew History Bookmarks Toals Help

j . https:filocalhost:B443/EmpApp|Test UT] -
| (‘ 3 L‘_@ https://localhost:E443/Empapp [Test - Q‘] [-"" Google ):‘] L8
S —

Post Response Content

" FE _-I" - e 7143 amM

When user doesn’t have access we get the error shown below.

*%. JBoss Web/2.1.3.GA - Error report - Minefield

File Edit Wiew Hiskory Bookmarks Tools Help
| - 3Boss Webj2.13.64 - Error report H + |

. mm
(=]

+ [_"_“,_Whttps:H\ncalhnst:8443,|’EmpApp;’Test W G] ["‘l' Google ):'] 1
HTTP Status 403 - Access to the requested resource has been denied

m Status report

b e s Arcess o the reguested resource has been denied

Acess to the specified resource (Access to the requested resource has been denied) has been forbidden.

Boss Web/2.1.3.G8
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SAML Request Token

Using SAML Tracer plug-in on Firefox web browser to view the Request SAML Token

which is created by picketlink and passing through the ADFS Identity provider (IP).

¥5 SAML tracer

Clear | Autoscroll | Filter resources

=] E3

POST  https:filocalhost:S443/Empapp Test

POST  https: ) ————— o s

GET hittp s ¢/ i ——— 50 = = [ authfintegrated |
GET  https: /A, - o - | = auth/integrated)
GET https : /RN, |/ od s s fauthfintegrated)
POST  https:filocalhost:S443/Empapp Test

http | Parameters  SAML

<samlp: AuthnBEequest xmlns:samlp="urn:oasis:hnames:co: SANL:Z.0:protocol™
xmlns="urn:oasisinames:to:3ANL:Z .0:assercion™
AsgertionConsumerderviceURL="https=:// localhost: 3443/ Empipp/ Test™
Destination="http=z:// I oclf=/1s/"
ID="ID =S5464dcl-5e9h-4=4f-9d0e-e5c050142018"
Issuelnstant="201-2-02-01TO7:34:00.8372-058:00"

ProtocolEinding="urn:oasis:names:te:SANL: 2. 0:bhindings: HTTP-POST™
Version="zZ.0™
>

<zaml:Issuer xmlns:saml="urn:ocasis:names:tc:SANL:Z . 0:assertion"+https: /S localhost
fEmpApp/ Test</saml: Issuer>

<samlp:NameIDPolicy LllowCreate="trus"™
Format="urn:oasis:names:to:SANL: 2 .0 nameid-format: transient™

i
</ zamlp: AuthnRequest>

© o
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SAML Response Token

In Firefox browser go to the menu section (Tools->Add-ons) search and include the

Saml Tracer Plug-in and restart the Firefox browser or Install the plug-in using the link

https://addons.mozilla.org/en-US/firefox/addon/saml-tracer/.

Using SAML Tracer plug-in on Firefox web browser to view the Response SAML Token

which is created by ADFS (IP) and picket link validate the user group on the web
application after returns back to the web application

Below screen shots to show the SAML response token

*8 SAML tracer !E

Clear | Autascrall | Filker resources

http l Parameters  SAML I

<gemlp:Response ID=" ceeibcae-—Seac—daef—afaf-Scidocldbidh”
Version="z.0"
Issuelnstant="Z012-02-01T15:37:23.7582"
Destination="https://localhost: 8443/ Enpipps Test™
Consent="urn:oasis:names:tc:3AML:2.0:consent :unspecified™
InResponseTo="ID e9464del-5e9b-4ed4f-9d9=—e9c05014e015"
¥mlns:samlp="urn:oasis:nawes:tc:SAML: 2 .0:protocol'™
>
<Issuer xmlns="urn:oasis:inames:tciSANL:Z.0:assertion=hoop: /ARG
fadfs/services/trust</ Issuers
<satlp:Status:>
<zamlp:StatusCode Value="urn:oasis:names:tc:SAML:Z.0:2tatus: Success" />
</zamlp: Statuss
<Azzertion ID=" f24880c6-51a1-45a0-b5d5-506f22a32cab”
IssuelInstant="2012-02-01T15:37:23.7562"
Version="z.0"
mlns="urn:oasis:hames:toiSAML: 2.0 assertion”
>
<Issuerrhttp:/ /il 2 df =/ services/ trust</ Issuers>
<ds:3ignature ¥mlns:ds="http://wuwv. w3 . org/2000/09/ xmldsigH ">
<ds:SignedInfox
<ds:CanonicalizationMethod Algorithw="http://wyw.w3.org/2001/10/ ml-exc—
cldngd"™ />
<ds: SignatureMethod Algorithm="http://uwvw.w3.org/2001/04/ xmldsig—
moreffrsa-—shaZse™ />
<ds:Reference URI="#_fzqaaﬂc6—91a1—48aD—b8d5—506f22a3anb">
<dsz: Transforms>
<ds: Transform Algorithw="http://uww.w3.org/2000/09
fHamldsig#enve loped-signature™ />
<ds: Transform Llgorithw="http://www. w3 .org/2001/ 10/ xml-exc—
clang™ />
</ds: Transforms:>
<dz:DigestMethod Algorithm="http://www.wd.org/2001/04
fEmlenc#shaz e />
<ds:DigestWValuersallrEovNgixEIQ+09f+53GVGOOKES? 1 ZGGhg92r3JRU=
</d=s:DigestWalue>
</da:Reference>
</fda:SignedInfo:
<ds:SignatureValue>NIvif/ LS

© oo
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*% SAML tracer =]

Clear | Autoscroll | Filter resources

hktp l Parameters  SAML I

i e = g n et aan s

<ds:SignatureValue-NIyLif/ LS .:J
JGUMTme32 VocmC iMGKEGIaVulcrHVex Ir ldx Lemgdkp i IPTwO IQe TF Yul 6+Xzdw0Vg j QLMINTL JXFJEr FUTDmWE S
mCTHEOSS5A0T ifNET
ffvEbhduv340+0T+Tazsged 08 Enw Twr EpmGule3 wBhr iEITLmS 89 wnZ wilVmP 6 ugV TgEHHSHgMt 2 1hK
JEVSEGICRonCOEX AEMAuV =/ 12 ZdVEE6+DEL T2 dVEUt rdr8uamix i+5 U1 K20/ 03 85nlyw+CZznY1niGx 1
Sa¥bnekITgeagintSUT3srveelaDfAAS VerN1 Mg/ Zd39gqV 101 TuE 1IFulV4Ro ZgeQ==«/ds : SignatureValue>

<FeyInfo xmlns="http://vww.ws.org/2000/09/ xmldsig#">

<ds: X509Datax

<dz:EE09Certificate>MITCECCAnfgAwIBLAgIOEP: ITueiLO0bhOZ fOaBN ZAg ] ANBykaghki GRwlBAQSF AD AwMa0
WEwYDWVOOLDEYREREEZTIFNp 22 SphmegL3EphGluaiNScz ASLunR ldndp¥i5jbE 0wHheNNTIwMTAz MTYwOTox WheNMT
HuMTAYHTYwOTOXW ] AvHS0wEwYDWVOODEYREREETIFNp Z2 SphincgLSBphGluaiNsc s ASLwnR ldndp ¥is jh2 0wggE 1M
AOGCSgGEThIDQEBAQUARA TEDwAWYEK A IELQCPGEOWUUE1iQr ASEcnedJOSTC 753 MY zRNfLe ZgF 55 Z0HkgAS
Vg Tw+sEHenEmpEOS1DCeT37?h lvThlwh luw O3 RONZ 4Gk TIdoJwwmnxinw IveLiCaTi Y1 jcJDEfLMb e TwabBXR 6
BEnGnDagB3 II+vD IP72WaeunmEEMehC/ /3 kT20xESc3 z jfhAi T8 OVUL CH+3 yeyvEGgzvhullzglUj 6
Jrulls7eZ PVdMvecLUvEDunSkiTeh09aLEkil
SABHREmS ZAINZ S ZQIFEU A6+ YA INIGyIVpeZLAEvhleiiTTTuirgrr Zjgqlaz 3yus TpR jSgikKGas4CinF3es
S06ETnAgMEAAEwDOVIKoZ IThveNAQELBOADggEBACKAZS +HJUp
f4Heud+HHNViCr33ASgHDDewe NE 13 0onngLHEvNEgPNysPP U0 IaeVimc QWFFV3 DinvADRD I 1E33egBOs6arS+
CRATITOVdeoRt £WOP pCpmMEDRbUNGY I/ SJot vhPogF jMx il lnHOoCo 51
FA0REuUnS Ukx 9+ B4 KAHEVGAANGEYZ+Lingd0dELTEZGuiaZ su
SvHKWVEHGLIO2E4THIitWaXWEE 194+ VN3 KeMglm3 K3 TiHEEENe I3 yglFheQX Zexiy2 L jCe el 1+y ) 28D IPBGYGTYS 1
AvgPVnLskjhFHIPMHLSt3 3diTEEumd KviveWgRuJ hPE 1huahhGJhGOxX¥=</d=: X509Certificates>
</d=:X509Data>
</KeyInfor
</ds:3ignature>
<Subject>

<NameID Format="urh:oasis:hnawmes:tc:3ANL:2.0: hameid- s
format: transient">Z2KEYQOP LISV icxS0vtgiklRyut3alltphy/ wi?TUEbL lEk==</Name ID>

<oubjectConfirmation Method="urn:oasis:natnes:to:SANL:2 .0 ciihearer ">

<ZubjectConfirmationbata InResponseTo="ID e9464dol-Sedbh-ded4f-0d0e—

eQeaS014e018"
HotOnOrifter="2012-02-01T15:42:23,7532"
Recipient="https://localhost: 5443/ Emplipp/ Test™
f=
<fSubjectConfirmation>
</Subject>
<Conditions NotBefore="201Z-02-01T15:37:23.736Z"
NotOnOrAfter="2012-02-01T16:37:23.7362"
® oo
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*5. SAML tracer =]

Clear | autoscrall | Filter resources

http l Parameters  3AML \

MotOnoOrAfter="2012-02-01T15:42:23.7558Z" :J
Recipient="https://localhostc:5443/Enplpps/ Tesc™
£

</8ubjectlonfirmation>
</ Subject>
<Conditions NotBefore="2012-02-01T15:37:23.7362"
NotOnOrAfter="2012-02-01T16:37:23.736Z"
>
<hludienceRestriction>
<hudiencerhttps:// localhost: 8443/ Empipp/ Test«</ Audience>
</ AhudienceRestrictions
</Conditions>
<Attribute3tatement
<Attribute Name="http://schemas.microsoft.com/ws/2008/06/ identity/claims
frole™s>
<lttributeValuesxDomain Admwins</AttributeWalues
<AittributeValue>Domain Users</AttributeValue>
<AttributeValuerGroup Policy Creator COwners</AttributeValusr
<httributeValue>W3S UPG</AttributeValues
<Attributevalue>USS_ADHIN_UPG{KAttributevalue>
<AittributeValuer»3chema Admins</AttributeValue>
<Attributevalue>USS_RESTRICTED_UPG_V4<!AttrihuteValue>
<AttributeValuerEnterprizse Adwins</AttributeValue:r
</ Attribute>
<Attribute Name="http://schemas.xmlsoap.org/ ws/2005/058/identity/claims
f2urname ">
<httributeValuesridministratorfdevwib. com<e/ArtribuceValues
</Attribute>
</ AittributeStatement >
<huthnitatement AuthhInstant="2012-0Z2-01T15:37:23.563Z"
sessionlndex="_f24880c6-91al-48a0-b8d5-506E22a3Zcah™
>
<huthnContext>

<huthnContextClassRefrurn: federation:authentication: windows</AuthnContextClassRef:>
</ AuthnContexts
</ luthn3tatement >
</ Assertion>
</samlp: Responses

® <o
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Add relying party in ADFS 2.0

1. Open ADFS 2.0 from Start >Programs > Administrative Tools>ADFS2.0 Management

I /v Favorites
B Deskop
I Downloads

%] Recent Places

| G Lbreries
% Documents

& Music

Administrative Toals -]
[ Active Directory Administrative Center

3] Active Directory Domains and Trusts

5 Active Directory Module for Windows Po
[ Active Directory Sites and Services

] Active Directary Users and Computers

2 ADSIEd

& Computer ManagFederation Services 2.0,

. Companent Ser’j\fnu can use AD FS 2,0 Management to define and configure Active Direckory

= Data Sources [ODBC)

Z ons

2] Event viewer

1=, Group Palicy Management

€8 Internet Information Servicss (115) 6.0
5 Intsrnet Information Services (115) Man.
&, 35T Initiskor

T Local Security Policy

(%) Performance Manitar

h Security Configuration Wizard

S Server Manager Ll

1 Back

e~ | b ey | e | e |
| 20120123 _1545 1/25/2012 554 PM File Folder
= 70132011 6:14FM File Folder
EmphApp 1/19/2012 7:06PM  File Folder
! Infra 8/ajz011 Z03PM  File folder
Infra FlatSource B/11/2011 S:ZBPM  File Folder
javas 11/28/2011 1LS1AM  File Folder
ket 1/21/2012 6:26PM File folder
r =] 8/9/2011 3:56 PM File Folder
| 11/29/2011 1130 AM  File Folder
haLaT Bitzf2011 4:50FM  File Folder
P 11/18/2011 12147 PM File folder
n setup 9/aj7011 10:49 M File folder
Documents n setup- Rart2 9/a/2011 10:45 M File Folder
1/25/2012 1238 PM PNG image 110k8
1112011 S114PM Compressed (zippe... 5KB
Network 1/26/2012 12144 B Text Document 3K8
Bi11/2011 SIEZFM  RAR Fils 12,187 KB
Contral Panel 11/8/2011 1.00PM  WAR File 83,737 KB
Srvices and Printers 11/21/2011 226 PM  Compressed (sipps... 367,227 KB
Bitz/2011 11:30 AW Compressed (zippe... 55,240K8
Administrative Tools  + 11/10/2011 12108 PM Compressed (zippe... 58 KB
PO Lzsjzoiz zizz M Application 19,505 K8
1{25/2012 1237 PM PNG image 72k8

Run...

ip
Windows Security

| search programs and files

[Lﬂ] Log off | »

11/11/2011 3:26 PM

reated: 1/25(2012 4:59 PM

| %] & <]

Compressed (zippe, 9,833 KB

N 307 FM
# [ W iy 126201

o % B .| @ ol @)

.

n
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2. Select Relying Party trust from left pane

N File  Action View  Window  Help

|=L=f

le===H

| ADFSZz.0
| Service
=1 [ Trust Relationships
1 Claims Provider Trusts

: Attribute Stores

isplay Mame

A Service - Allocation Service
AN Service - Annotation

A0 Service - Security

A0 Service - SDK settings

Al Service - Alarm

A0 Service - Workspace

Enabled Identifier

Yes hitps: /localhost 122405 ervices Al
Yes hitps: #localhost 1227405 ervices/an
Yes hitps: #/localhost 1227405 ervices/Se.
Tes hitps: #flocalhost: 122/40S ervices/Sd.
Tes hitps: #/localhost 122405 ervices/ Al
Tes hitps: #/localhost 122/40S ervices/M....

Relying Party Trusts I Actions

Relying Party Trusts
Add Relving Party Trust...
View
Mews windaw from Here
0| Refresh

&

Help
Update from Federation Metadata. ..
Edit Claim Rules. ..
Disable:
Properties
K Delete
Help

m

27



3. Right click on relying party Trust and select “Add Relying party Trust” menu.

W Ele  Action  Yiew Window Help

==z
~ ADFsZ.0
| Service
B [ Trust Relationshins

Display Name:

Identifier

| Claims Provider Trusts Al Service -

Allocation Service

hitps://localhost 122405 ervices 4l

Relying Party Trusts

Add Relying Parky Trust. ..

Disable

Properties
K Delete
Help

AD Service - Annotation Yes hittps:/localhost 1224405 ervices/dn, N
A0 Service - Security e httpz:#/localhost 122/80Services/Se. . petl

View » | &0 Service - SDK settings Yes hittps://localhost 122405 ervices/Sd. Nevs Window from Here
A0 Service - Alarm es https:#/localhost 122480 S ervices bl

New Windaw from Here 0 Refresh

- | ADService - Warkspace Yes hittps://localhost 122240 S ervices. /. =
Refresh Help
Help

ADService - Allocation Service

Update From Federation Metadata, ..

Edit Claim Rules...

m

o

™ DR

4. Click Start button

| ¥1ADFS 2.0

i Fle

Action  Wiew  Window  Help

fle=lzl=lB=

~| Claims Provider Trusts
3 Relying Party Trusts
| Attribute Stores

Sich Welcome to the Add Relying Party Trust Wizard

@ ‘Welcome

This wizard will help you add & new relying party tust to the A0 FS configuration database. Relving parties

conzume claims in security takens that are izsued by this Federation Service to make authentication and

@ Choose lssuance authorization decisions. r
UL S The relying party st that this wizard creates defines how this Federation Service recognizes the relying i

party and izsues claims ta it. You can define izsuance transform rules for issuing claims ta the relying party

after you complete the wizard,

@ Select Data Source

@ Ready to Add Trust
@ Firish

L g -

< Brevious | Start I Cancel Help I

S ADFS 2.0 "% Add Relying Party Trust Wizard Ftions
1 Service
- Party Trusts
=1 [ Trust Relationships Welcome = =

Add Relving Party Trust...
Wi
HMew Window from Here

Refresh

Help

Update from Federation Metadata. ..
Edit Claim Rules. ..

Disable:

Properties

Delete

Help

m
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5. Select the 3 rd option and Click Next button.

bl

ADFS5 2.0

File Action Yiew ‘Window Help

|=Lsl

ks ALl ol 7|

ADFI 2.0

| Service
=

| Trust Relationships
| Claims Provider Trusts
3 Relying Party Trusts
| Attribute Stores

Add Relying Party Trust Wizard [ ]ttions

Select Data Source

Steps

@ ‘Welcome

Select Data Source
Specify Display Mame
Chaose Profile
Configure Certificate
Canfigure URL

Configure |dentifiers

® ® @ ® @ © ®

Choose |ssuance
Authorization Rules

Ready to Add Trust
Finish

Select an option that this wizard will use to obtain data about this relying party:

€ Impart data about the relying party published anline or an a local netwark

Uz this option ta impaort the necessam data and certificates from a relving party organization that
publishes its federation metadata online or on a local network.

Eederation metadata address [host name or URL):

Example: fs.contozo.com or https: A www, contoso.com, app

€ Impart data about the relying party fiom a file
Use this option to import the necessary data and certificates from a relying party organization that has
exparted its federation metadata ta a file. Ensure that this file is from a trusted source. This wizard will
not validate the source of the file.
Federation metadata file location;

' Lo |

Enter data about the relving party manually

o)

Use this option to manually input the necessary data about this relying party organization.

Cancel

< Previous I Help

g Party Trusts

Add Relying Party Trust,.,
View

MNews Window from Here

Refresh

Help

D'Ser: n Ser

Update from Federation Metadata. ..
Edit Claim Rules. ..

Disable:

Properties

Delete

=rrv

Help

6. Enter Display name and description and click Next button.

SLAD FS [ E
&7 Fle  Action  View Window  Help |;|E|5|

l«=2[FH

T ADFS2.0

7| service

Bl 7 Trust Relationships
7| Claims Provider Trusts
3 Relying Party Trusts

amputer

Specify Display Name

Add Relying Party Trust,..

Wigw 4

one] Bl & )| Nb| @] 0o |0
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1 Attribuke Stores Sleps Type the display name and any optional nctes for this reling party
@ Welcoms Mew Window from Here
Displ =
® Select Data Saurce P18 name |G Refresh
JavaPicketlink
@ Specily Displap Name H el
@ Choose Profile Hotes y
Jva web spplicatior]
@ Corfigure Certiicate Update from Federation Metadata..,
@ Configure UAL Edit Claim Rules. .
@ Configure Identifiers -
@ Choose lssuance
Authorization Fules HioRettics
@ Fieady to Add Trust K Delete
@ Finish Help
<Pravious [[ Mew> | Canecel Hep |
|action: In progress. . | [
950 AM

T il

2f2j2012

m




Select the ASFS 2.0 Profile option.

- %3 Fie

zADFS 2.0

Adion  Wiew Window Help

=
JSE]

e d s

“ ADFS 2.0

| Service

) [ Trust Relationships

1 Claims Provider Trusks

Choose Profile

Add Relying Party Trust Wizard [ x]

elying Party Trusts

ns

Add Relying Party Trust...

2 RE‘TD BATIE ) KL it i) s EEmi el Ets e st e e pe s, Ohesss e apmeise View
Bl Attribube Stores @ Welcome configuration profils for this relying party st
New Window from Here
® Select Data Saurce & AD ES 2.0 profile
bl Refresh
® Specily Display Name This profile supports relying parties that are intsroperable with new AD FS 2.0 features, such 3
= security token encryption and the SAML 2.0 pratacol. J telp
& Choose Profile
@ Configure Certficate  ADFS 1.0 and 1.1 profile 0'Ser llocation Service
® Configure URL This profile supporls reling parties that are intsroperable with 4D FS 1.0 and 1.1, Updste from Fedsration Metsdata,.. | |
® Configure Identifiers Edit Claim Rules...
® Choose lssuance Disable
Authorization Rules
Properties
@ Ready to Add Trust L
K Delete
@ Firish
{ Help

(ElEVIDUSl Mext > I

Carcel |

Help

8. Browse the “composer5.cer” and click Next.

TADFS 2.0 X]Ftions N
(= [ Service
- 2F . Party Trust:
~| Endpoints Configure Certificate HRETRT T
~ Certificates Add Relying Party Trust
_ [ Qs Desariptions 1L Specify an optional token sncryption certiicate. The token enciyption cartficats is used to enciypt the view |
=1 [ Trust Relationships @ Welcome Claims Hhat are sent to this reling party. T he teing paty wil uss the private key of this certiicate to
_ Claims Provider Trusts deciupt the claims that are sent to it To specify the certificate, click Browse.. New Window from Here
 Relying Party Trusts @ Select Data Source vt
- Il Refresl
| Attribute Stores @ Specily Display Mame lssuier.
e Pl Subject: |l Help
@ Chosse Frofie Effective date:
& Configure Certficate Btemdts 0 Service - ContentGroup
@ Configure URL Update from Federation Metadata, ..
@ Configu Identiiers i | [Ceowse ] | Fevore Edit Claim Rules...
@ Choose |ssuance Disable
Authorization Rules
Properties
@ Ready toAdd Trust
K Delete
@ Finish
| Help
< Pravious Next > Cancel Help
n
4 |Actmn: In progress... | ‘
= 5 A 10FM
_._:T_.Jl @ _m @ | & [

EIIEIEY

1fz6)2012 1N
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9. Select the “Enable support for SAML 2.0” option and Click Next button.

B o] S
& Flle  Action  Wiew Window Help |_ fd |
== #FE
T ADF52.0 | cevicopesterewgts 000000000 |y
| service Add Relying Party Trust Wizard

Relying Par! rusts -

| Claims Provider Trusts Configure URL Gl i Y i
7 Relying Party Trusts Yigw 4
| Attribute Stores IERs AD FS 2.0 supports the 'S -Trust, WS-Federation and SAML 2.0 WebS50 protocels for relying parties. If

@ Welcoms w/5-Federation, SAML, o bath are used by the relying party, select the check bowes for them and specify Mew Window From Hers

the URLs to use. Suppart for the WS-Trust protocal is always enabled for a relping party. Refresh

@ Select Data Source Qi
@ Specil Display Name ™ Enable support for the WS-Federation Passive protacol B ter
The W/S-Federation Passive piotocel URL supports Webrbrowser-based claims providers using the
@ Choose Profile WS-Federation Passive protocol | Java-Picketlink LT
@ Configure Certificate Relying party w5-Federation Passive protocal LIRL Updats from Fedsration Metadata,..
O Gl [ Edit Claim Rules...
@ Configure Identifiers Example: hitps: //fs. contoso. com/adfs/1s/ Disable
© b dton hes Propertes
Computer ¥ Enable support for the SAML 20'WebS50 protocol
® Fieady to Add Trust The SAML 2.0 single-sigr-on [550] service LIRL supports Web-browser-based claims providers using K Delete
® Firish the SAML 2.0Web550 protocol B ver

Fielying party SAML 2.0 550 servics URL:
hitps: #localhost B443/E mpdpp/Test

E vample: hitps: /. contasa, coméadtsdIs

<Pravious [[ Mew> | Canecel Hep |

|action: In progress. . | [

o Bla | N @] oo|ooff € :

10. Add the Relying party service URL and click Next button.

9:53 AM
(Rt 2f2j2012

:1AD FS 2.0 ]

& Flle  Action  Wiew Window Help |_ fd |

g Party Trusts Actions

7| service
Bl 7 Trust Relationships

_ Claims Provider Trusts  ERRR RN R
3 Relying Party Trusts

Display Name: Enabled Identifier Relying Party Trusts -

Add Relying Party Trust,..

| Attribute Stores Configure Identifiers e 4
Mews Window from Here
L) Fiehing parties may be identified by one or mare unique identifier strings. Specify the identifiers for this G Refresh
@ Welcame relping party trust
H Hep
@ Select Data Source Relying party trust identifier
® Spesity Display Name ] A | S ——————
® Chonss Prafils Eample: hitps: /s ontasn comd s fssrvices /st Updats from Federstion Metadata...
@ Corfigurs Certificate Relying party trust identifiers: Edit Claitn Fulss. .
® Conligue URL Remove Disable
& Configure Identifiers Praperties
® Choose lssuance K Delete

Authorization Rules
Ready to Add Trust
Finish

H Hep

® @

<Pravious [[ Mest> | Cancel Help

|action: In progress. . | [

R ENREC] e
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11. Select the Permit all user Option.

I ADF32.0 g Party Trust Wizard X ns -
= [ Service
| Endpoirts Choose Issuance Authorization Rules Eiying Party Trasts
| Certificates Add Relying Party Trust...
[ Claim Descriptions Sleps Issuancs authorizstion rules determing whether 5 ser i parmitted to recsive clsims for the eling party View »
& [ Trust Relatlanshins ® Welcome Choose ene of the following options forthe inltial behavior of tis 1eying patty's issuance authorzation T
| Claims Provider Trusts s New Window From Here
2 Relying Party Trusts Select Data Source
_ Attribute Stores - i D 5 Permit all users to access this reluing party b Refresh
= @ Specify Display Mame
The issuance authorization rules will be configured to permit all users to access this relving party. The i Help

Choose Profile

@

1elying party servics or applcation may stl deny the user access

Configure Certificate 0 Servi ontentGroup

£ Deny all users access to this relving party

®

@ Configure URL Update from Federation Metadata. ..
The issuance authorization rules will be configured to deny all users access o this relying party. ‘v'ou must
@ Configure Identifiers later add issuance autharization rules to enable any users to access this relving party. Edit Claim Rules. ..
@ Choose lssuance Disable
Autharization Rules
“You can change the issuance sutharization iles for this relying party tiust by selecting the relying party Properties
® Ready toAdd Trust trust and clicking Edit Claim Fules in e Actions pane. k oot
elete

@ Firish

g Help

m

<Piavious || Nest> | Cancel Help

|Actiun: In progress. .. | |

) ™ I PG

g Party Trust Wizard

- ing Party Trust: -
| Endpaints Ready to Add Trust

| Certificates Add Relying Party Trust...
| Claim D ipi
T R o Sl The telying party trust has been configured. Review the fallowing settings, and then click New bo add the View vl
B [E] Trust Relationships @ Welcoms relying party tust to the AD FS configuration database.
1 Claims Provider Trusts New Window From Here

7 Relying Party Trusts Select Data Source

~ Attribute Stores

®

T Iv] bl Refresh
Specity Display Hame oni D”ﬂglldentlflersl Encryption | Signature | Accepted Claims | Organization Endpmnlsl NJ_

®

Hell
@ Choose Profile Specify the monitaring settings for this relying party trust. i "
@ Configus Certficale Reljing party's edsration metadata UAL [ —
@ Canfigure URL I Update from Federation Metadata. ..
@ Configure Identifiers . Edit Claim Rules...
= | Mioritar relbing pary,
@ Chooss |ssuance Disable
Autharization Rulzs
[ Autormatically update reliing party; Properties
) e TRt S This reing party's fedration matadata data was sst checked o k Gt
@ Finish < never >
J Help

This telying party was last updated fiom federation metadata on:
< never >

m

<F|ewous| Mest > I Cancel Help

*|action: Tn progress... [ [

| @ oo W W | <] PG




13. Click “Next” button and click Close Button

T ADFsZ.0
=[] Service
| Endpoirks
Certificates
~ Claim Descriptions
= [ Trust Relationships
| Claims Pravider Trusts
2 Relying Party Trusts

Ready to Add Trust

Steps
@ Welcome

@ Select Data Source

The relying party trust has been configured. Review the following settings, and then click Next to add the
relying party tust to the AD FS configuration database.

Add Relying Party Trust Wizard X[Ftions

ing Party Trusts

Add Relying Party Trust
View 4
Hew Window from Here

Refrash

Monitoring | dentfiers | Encryption | Signatue | Accepted Claims | Organization | Endpaints | WAL ®| P
|l Help

D Service - ContentGroup

Update from Federation Metadata...

| Attribute Stores @ Speciy Display Name

@ Choose Piofile Specify the manitaring settings for this relving party tust.
@ Configure Certificate

@ Configure URL |

Relying party's federation metadata URL:

@ Configure Identifiers Edit Claim Rules. ..

™ Fonitor reliing paty

@ Choose lssuance Disable
Authorization Aules I futomaticallyupdate reliing pary Praperties
O [EEDE U This relying party's federation metadata data was last checked or: b Delete
@ Finish < never >
i Help

This relying party was last updated from federation metadata on:
< hever >

n

Cancel Help

<Prevmus| Next > I

ction: In progress... [ [

5l @ oof || 6| G| ] D
W e N D7

4i16 PM
1j26/2012 N

14 - share - 23 [ search share pe

Edit Claim Rules for AD Service Alarming

=1 Mame <

2012-01-23_15-45 Issuance Trsnsform Fules | ssuance Authorization Flules | Delegation Authorizstion Fules |

o S The following transform rules specify the claims that will be sent to the relying party.
1 EmpApp -

. Order [ P Hame | Issued Claims |
i

1\ Infra. FlatSource

1 javas

1 keystores

| ODataamarid]

1 openaM

1 RAJAVIN_RAMANA_MAALAL

L3

|\ tomeat_v6_agent_3
11 Tomeat-MySal-Mandrian setup

1. Tomeat-MySg-Mondrian setup- Part
M) Commented.png

|y conf.zip

| JHitxt

|| Infra FlatSource.rar

|| openam_953.war

pddRue. | EdiRue. | RemoveRue. |

|4 openam_953 zip
|4 samples.zip
4y security.zip

B setup.exe e

Help

Bl stapleractivation. png

110112011 3:26 PM

J 11 tomeat_we_agent_3.zip Compressed (zippe. ..

9,833 KB
-]

Date created: 1/25/2012 4:58 PM .
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15. Click “Add Rule” button and select the “Send Claims using Custom Rule” and Click Next
Button.

*3ADFS 2.0 =10)x
& File Acion Wiew Window Help | =1 |
e= | 2lmHIE
| ADFS2.0 Relying Party Trusts | Actions
= Relying Party Trusts -
2 [ Trust Relationships Display .Nam.e Enabled Identifier ying il
'T Claims Provider Trusts ‘-':;mdd Transform Claim Rule Wizard [=] Add Relying Party Trusk...
~ Relying Party Trusts iew 3
I Attribute Stores Select Rule Template
e Window from Here
Steps Select the template far the claim rule that you want to create from the following list. The description (G Refresh
@ Choose Fule Tupe provides details about each claim rule template. Help
@ Configure Claim Rule Claim rule kemplate:
:
Update from Federation Metadata, ..
Claim rule template description:
Edit Claim Rules. ..
Using & custom rule, pau can create rules that can't be created with a rule template. Custom rules are Disabl
wiritten in the AD FS 2.0 claim rule language. Capabilities that require custonn rules include: isable
P t
+ Sending claims from a SOL attibute store e
- Sending claims from an LDAP attibute store using a custom LD fiter % Delete
- Sending claims from a custom attiibute store
+ Sending claims only when 2 or more incoming claims are present Help
+ Sending claims anly when an incoming claim value matches a complex pattern
+ Sending claims with comples changes to an incoming claim value
+ Creating claims for use only in later rules

Tell me more about this ule template...

<Prsviuus| Mest » I Cancel Help |
I

L e e &9

\ [
4:25 AM
= 2 s 2jzjzarz =

16. Mention claims rule name and add the custom rule.
cl1:[Type ==

"http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]
&& c2:[Type ==
"http://schemas.microsoft.com/ws/2008/06/identity/claims/authenticationinstant"]

=> add(store ="_OpaqueldStore", types = ("http://sys09/internal/sessionid"), query =

"{0};,{1};{2};{3};{4}", param = "useEntropy", param = c1.Value, param = c1.Originallssuer,
param = "ID", param = c2.Value);
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ADFS 2.0
h@ File Action View ‘Window Help

AR
=181

@

[ aDFsz0

[ Service

[ [ Trust Relationships
[ Claims Provider Trusts
|| Relying Party Trusts
[ Aftribobe Stares

S, S

Relying Party Trusts I Actions

Display Mame

Enabled | Identifier

JavaPicketlink
hitps: /o
SP 2010
Claims S¢ Jgsy

Edi

soapadfs

Tl

Edit Rule - Custom Cla

ns E

You can configure & custom claim rule, such az a wle that requires multiple incoming claims or that extracts
claims friom a SAL attrbute store. To configure a custam rule, type one or more optional condtions and an
izsuance statement using the AD FS 2.0 claim rule language.

Claim rule name:

Rule termplate: Send Claims Using a Custom Rule

Custom rule;

cli[Type == j
"http://schenas.nicrosoft, con/ws/2008/06/identity/clains /windowsaccount
nane"]

&6 c2:[Type ==

"http://schenas.nicrosoft, confws/2008/06/identity/clains/authentication
inatant"]

=» add{store = "_Opacquelditore”, types =

("http: //ER=v=02/internal feesaionid”), query = "{0);{11;{21;43);

141", param = "useEntropy”, param = cl.¥alue, param =

cl.OriginalIssuer, param = "ID", param = cZ.Value);

More about the claim e lanquage. .

Ok | Cancel | Help |

Relying Party Trusts A
Add Relying Party Trust...
i }
hlew Window From Here

0] Refresh

ﬂ Help
Java-Picketlink a

|pdate from Federation Metadata, ..
Edit Claim Rules..,
Disable

Propetties

x Delete
ﬂ Help

|
A a e alw]
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17. Click “Add Rule” button and select the “Transform Incoming as Claims” and Click Next
Button.

Wi Fle  Action  View  Window  Help
®=| 2|

| ADF52.0 Relying Party Trusts ['Actions

& [ Service ~

= [ Trust Relationships Display Name Enabled \denlme. Relying Party Trusts -
Sn ; -

Claims Provider Trusts
Relying Party Trusts
7 Attribute Stores

Add Transform Claim Rule Wizard Add Relying Party Trust...
Wiew »

Select Rule Template

HNew Window From Here

Steps

Select the templats for the claim rule that you want ta create from the Following list. The description |G Refresh
© Choosa Rule Type provides details about each claim ke template. B v
@ Configure Claim Rule Claim ruie template:

Java-Picketlink -

Update from Federation Metadata. ..

Claim ruls template description

Edit Claim Rules. ..

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its —
claim type, and optionally change its claim value. For example, you can use this ule template to create sable

a nule that will send a role claim with the same claim value of an incoming gioup claim. You can also Properties
use this rule to send a aroup claim with a claim value of "Purchasers" when there is an incoming aroup

claim with & valus of “Admins"’. Multiple claims with the same claim type may be emitted fom this wle. % Delete
Sources of incoming elaims vary based on the rules being edited. For mare information on the sources

of incorning claims. click Help. Help

Tell me mare about this rule template. .

<o | [ Wews | Cancal Hep |

e e 5|9 Ee e g
18. Enter the Following and Click Finish Button.

Incoming claim type. Outgoing claim Outgoing name Id
type. format
http://sys09/internal/sessionid Name ID Transient Identifier

ADFS 2.

o ] 3
4 Fle Action view  Window  Help =181 ]
== |

| “ ADFS 2.0 Relying Party TrufEdit Rule - Tx Claims ! Actions
Relying Party Trusts

Service

51 15 Trust Relatonships [T izpias Mame o can contiguretis s t map an incoming clamtype to an outgaing claim type. 45 an option, you can
" Claims Provider Trusts Java-Picketink  also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the

outgoing claim type and whether the claim value should be mapped to a new claim walue.

Add Relying Party Trust...

| | Relying Party Trusts hitps: /g e N
4 | Attribute Stores SP20mo Claim rule name:

[ Dlaines S 13t [T Chaims Hew Window from Here

! sospads

Refresh

Help

) Rule template: Transtorm an Incoming Claim

Incoming claim type:

Incaming name 1D famat.  [Orzpeciied =
\ Dulgoing claim tupe: INama D LI Update from Federation Metadata,
B Edit Claim Rules. ..
Dutgoing name 1D format [Transient Identife: |
Disable
& Pass thiough all claim valuss Properties
" Replace an inceming claim value with a diferent ovtgeing claim walue 9 Delete
Incoming claim value: [ Help

Outgoing claim value: [ Erwse

" Replace incoming e-mail suffix claims with a new e-mail suffix

New e-mail sufi [

Example: fabrikam com

View Ruls Language. ok | cancel | Help

OF [ Cancel | | Help ||

A e e oM (% o g
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19. Click “Add Rule” button and select the “Send LDAP attribute as claim” and Click Next Button

v [BE3| | Search share

%3 add Transform Claim Rule Wizard

—— Select Rule Template

-23]
Steps Select the template for the claim rule that wou want to create from the following list. The description
@ Choose Rule Type provides details about each claim ile template.
@ Configure Claim Rule Claim rule template:

stSon ISEﬂd LDAP Attributes as Claims j

Claim rule template description;

Using the Send LDAP attribute as Claims rule template you can select attibutes from an LDAP attribute
amiat stare such as Active Directory to send as claims to the reling party. Multiple attributes may be sent as
multiple claims from a single rule uging this rule type. For example, you can use this rule template to
create a iule that will estract attibute values for authenticated uzers from the displayMame and
telephoneMumber Active Directory attibutes and then send those values as bwo different outgoing
d_RE 7

claims. This rule may alzo be uged to send all of the uger's gioup memberships. I pou want to only send
individual group memberships, use the Send Group Membership a5 & Claim rule template.

m

Tell me more about this wle template. .

stSon
_952
953
\zip
.2ip

X

cthvg < Previous | Nest > Cancel Help
'

v6_agent_3.zip 11)11/2011 3:26 PM Compressed {zippe... 9,833 KB _I
=

Date created: 1/25/2012 4:59 PM N

4:19 PM

1/26/2012

20. Enter the Following and Click Finish Button.
e Claim Rule name : Some Name
o Select “Active Directory” from Attribute store

LDAP Attribute Outgoing claim type.
Token Groups — Unqualified Name Role
UserPrincipalName Surname
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|
Comenaiypprsg T e
% [\ﬁ File Action ‘View ‘window Help |-|E‘ﬂ

Flle  Wiew $$|ﬁ‘ ﬂ

- [ apFsz0 Relying Party Trusts | Actions

e [ Service = — i
@i |Z| B [ Trust Relationships Display Name Enabled | Identifier Relying Party Trusts -
b DA AT e 1T mab

e R MG . i Rl o N

i e [3] mtribute Stores SP.ZDWD You can configure this rule to send the values of LDAP attrbutes as claims. Select an atiibute store from
B8] St Claims Se - ssuance Transform Rules  which to extract LDAP atiibutes. Spacify how the aftibutes will map to the culgaing claim types that wil be wi fram Here
0 soapadfs issued from the rule.

The following transhorm n

Claim rule name:

Order | Rule Name Iame |z
AL ——
Rule template: Send LDAP Attributes as Claims

2 Tullaimg m Federation Metadata, ..
3 MHame d Mtrbute store:

Active Directory j

-6

1 SSOBHBS

Rules...

Mapping of LDAP attibutes to outgaing claim tpes:

LDAP Attribute Outgoing Claim Type
» ¥ |[Role =
User-Principal-Name x| Sumame X

Add Rule... | EditF

iew Rule Language... K I Cancel | Help |

Ready ‘ : —’—

s LIRS YL el

At

A

21. Click Apply and OK button in “Edit Claim Rule” window.
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w *1ADFS 2.0

B[] 3
@ (] [% File Action Wiew Window Help | |21 x|
Fie  View ‘@ EE
= | service .
- T Relying Party Trusts -
€. I |2 | o = rros Relationships Display Name Enabled [ Identfier ying Party
W Start P “ Claims Provider Trusts JawaFicketink. Yes hitps://localhost:8443/EmpApp/Test Add Relying Party Trust..,
K E = bt o o — -  EE
=4 [H,NKS‘  Reslying Party Trusts B % Edit: Claim Rules for Java-Picketlink View »
L2} Ape ] Attribute Stares SP 2010 e
B8] site Claims $¢  Issuance Transform Rules | Issuancs Autharization Rulss | Delegation Authorization Rules | Mew Window From Here
- soaparis P
- The following ransform rules specify the claims that will be sent to the relying party (G Refres!
Help
--
N Update from Federation Metadata..,
3 Name Id Role Surname:

Edit Claim Rules. ..

Disable
Properties
% K Delete
Help
3

ddRuk. | EdtPus.. | RemoveRus. |

e Help

Ready | |

ool & & 2] @ GlGIHS Eyer

Reference Links

https://sourceforge.net/projects/portecle
http://community.jboss.org/wiki/HowtoconfigurePicketlinkon TomcatwithMicrosoftADFSv2
https://community.jboss.org/thread/153501
http://blogs.msdn.com/b/card/archive/2010/02/17/name-identifiers-in-saml-assertions.aspx
https://addons.mozilla.org/en-US/firefox/addon/sami-tracer/
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